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Ha3sBa po6oTH (aHrJI)

Methodological basis of Ukraine cybersecurity

Pedepar (yxp)

CTBOpPEHO METOJI0JIOTiYHI OCHOBU 3abe3Ie4eHHsI Kibepoesneku YKpainu. JIjsi 11bOoro yIO0CKOHAJIEHO MOZEJi BUSIBJICHHS aHOMaIil
Ta KiGEpHETWYHMX aTaK. 3alpOllOHOBAHO Ta BHOKPEMJIEHO perpeciiiHi mopmesi, MeTOAM BHUSBJIEHHS aHoMalsii. CTBOpeHO
METOJVKY BHSBJIEHHS aHOMAJIbHOI MEDPEXXeBOi aKTMBHOCTI KOPUCTYBadiB. 3allpONOHOBAHO MOZEJi, METOAM IEePETBOPEHHS,
MIPUXOBYBaHHS iHpopMallii, BUsSBIE€HHS 3MiH y mM(ppoBaHOMY MepekeBomy Tpadiky. Po3pobseHo mopesi, MeToau BUSIBJIEHHS
IpKepet indopmMalifiHOro BIUIMBY Ha CYCIIJILCTBO Ta aHaJi3y BEJIMKUX OOCSTiB IaHMX 3 MUTaHb KibepOes3neKy i3 coliaabHUX Meia.
Ha iX OCHOBi CTBOpPEHO KOMIUIEKC iHCTPYMEHTAJbHUX 3aCO0iB KOHTEHT-MOHITOPUHIY. [l OLIHIOBaHHS LiJiCHOCTI OG€KTIB
Kibep3axucry 3arpornoHOBaHO MeToj, Q-aHamidy. IloOyfoBaHO KOHIENTyayJbHY MOJEJb KiOeprpocTopy Ta KibepOesrneku.
3amnporoHOBaHO MOJIEJb, METOZ, (GOpPMaTi3yBaHHS AisSJIBHOCTI YIIPaBIiHHS PU3UKOM Kibep6esneku. CTBOpeHO QYHKIIHY MOJEb
peBepC-iHKUHIPUHTY WIKiJIMBOTO IPOTPaMHOro 3abe3nedeHHs. Ha OCHOBI Teopii MapKiBCBKUX IIPOLECIB 3alIPONOHOBAHO METOAU
ONMCaHHS CLEHapiiB KibepaTak. Po3po67€HO NpaBUIO-OPi€HTOBAaHUM METOJ BUSIBJIEHHS KibepiHuupeHTiB SIEM-cucremoro.
CTBOpEHO ii apxiTeKTypy Ta (QYHKLiHy MOZEJb, a TAKOXK METOOMKY iX paljioHaJIbHOro BMOOPY. 3alpONOHOBAHO MiAXOAU MO
HifBAIIEHHS O06i3HAHOCTI KOPUCTYBauyiB CTOCOBHO pearyBaHHsl Ha Ki6epiHuumpeHTu. Ilob6ymoBaHO MoOgzenb iHGOPMaLifHKX
MIPOLIECIB LMKJY IOBENiHKM KOPNOPATUBHOI CUCTEMM Kibep3axucTy. Ha OCHOBi 6iOMETpMYHMX XapaKTEPUCTUK KOPHCTyBaua
3alpOINIOHOBAHO MOJEJ, METOAU, METOJAUKU 3aXUCTy KOMITIOTEPHHUX JAHUX BiJ, HECAHKLIOHOBAHOTO AOCTyny. CTBOPEHO MOZETb,
METOJi aHali3yBaHHsS (YHKLil cucTeM YOpaBaiHHSA iHQOpMaliiHOW 6e3neKkow. Po3po6yeHO MiCUCTEMY MOHITOPUHTY
KOMIUIEKCHOI CUCTEMM 3axUCTy iHopmauii. OTprMaHi pe3ynbTaTU OPIi€HTOBAaHI HAa BUKOPUCTAHHSI y OCBITHBOMY IIpOLECi

3aKJiafilaMy BUIIOi OCBITHU.
Pedepar (aHrI)

Methodological foundations for ensuring the cybersecurity of Ukraine have been developed. For this purpose, models for
detecting anomalies and cybernetic attacks have been improved. Regression models and anomaly detection methods are
proposed and highlighted. A technique for detecting anomalous network activity of users has been developed. Models, methods
of conversion, information hiding, and detection of changes in encrypted network traffic are proposed. Development has been
made on models and methods of identifying sources of informational influence on society and analyzing large volumes of data
on cyber security issues from social media. Based on them, a set of content monitoring tools was created. The Q-analysis
method is proposed for assessing the integrity of cyber protection objects. A conceptual model of cyberspace and cybersecurity
has been built. A model, a method of formalizing cybersecurity risk management activities is proposed. A functional model of
reverse engineering of harmful software has been created. Based on the theory of Markov processes, methods for describing
cyberattack scenarios are proposed. The SIEM system has developed a rule-oriented method of detecting cyber incidents. Its
architecture and functional model, as well as the methodology of their rational selection, have been created. New ways to
increase user awareness of responding to cyber incidents are proposed. A model of the information processes of the behavior
cycle of the corporate cybersecurity system has been built. Based on the user's biometric characteristics, models, methods, and
techniques for protecting computer data from unauthorized access are proposed. A model, a method of analyzing the functions
of information security management systems has been created. A monitoring subsystem of the complex information protection
system has been developed. The obtained results are intended for use in the educational process by institutions of higher
education.
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