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5. HaykoBo-TexHi4Ha podoTa

Hasga po6oTH (YKp)

Meronu i Monei 3a6e3neyeHHs 6e3MeKy Ta JiarHOCTUKYA KPUTUYHUX [1apAaMETPIiB Y CKJIATHUX CUCTEMax 3 BUKOPUCTaHHAM [0T

Ha3sBa po6oTH (aHrJ1)

Methods and models for ensuring safety and diagnosing critical parameters in complex systems using [oT

Pedepar (ykp)

3abesneueHHsT 6e3MeKu CUCTEM JIiaTHOCTUKUA KPUTUYHUX PEXMMIB y CKJIQJHUX CHACTEMaxX, BUKOPHUCTOBYIOUM [HTepHeT peueil
(IoT), € BaxknMBOIO NMPO6GIEMOIO B CY4aCHOMY CBIiTi, OCKi/IbKM CKJIQ[IHi CUCTEMU CTalOThb BCE OiNbII 3a/IeKHUMU Bif, LUPPOBUX
TEXHOJIOTIN. ¥V 11bOMY KOHTEKCTi BaXJIMBO ITPOAHAJIi3yBaTH Pi3HI METOAM Ta MOAesi AJis 3abe3nedeHHs HafiliHoi Ta 6e3neyHol
poboTu Takux cuctem. Cucremu IoT BKIIIOYAIOTh B ce6€ BEJIMKY KiJIbKiCTh Pi3HOMAHITHUX IIPUCTPOIB, SIKi B3a€EMOIIIOTh MiXK COO0I0
yepe3 Mepexy IHTepHeT. Lli cucTeMu MOXYTb OYTH 3aCTOCOBaHi B 6araTbOx rajyssx, TaKUx SIK MeIULIMHA, aBTOIIPOMUCIIOBICTb,
eHepreTyka Ta 6arato iHmux. OfHAaK pa3oM 3 iXHIMU IepeBaramMmu NPUXOASThH i 3arpo3u g 6e3neku. [JiarHoCTKa KpUTUYHUX
PEXUMIB CUCTEM € KPUTUYHO BaXJIMBOIO [JIs1 TTOMepeisKeHHs] MOXKJIMBUX aBapiil Ta 360iB. MeToau Ta Mofesi 1J1s 3abe3neyeHHs
6e31e4HO] jarHOCTUMKY BKJIOYalOTh B ce6e BUKOPUCTAHHS aJrOPUTMIB MAlIMHHOIO HaBYaHHS, aHaJli3y JAHUX, iHTEPHET-aHaJIi3y
Bellell Ta 6arato iHmuMx nigxofiB. OHAK, BaKJIMBO BPAaXOBYBaTU INOTEHIiMHI 3arpo3u Ta BPA3jMBOCTI LIUX CUCTEM, SKi MOXYTb
OyTV BUKOPUCTaHi 3JI0BMUCHMKAMU [IJisl BBEJEHHSI B OMaHy, aTaku Ha KOHQifeHIiiHi gaHi abo 3aBHaHHs 30UTKiB. OnHielo 3
OCHOBHUX 3a/1a4 y 3ab6e3neyeHHi 6e3nexku cucteM [oT € po3pobka MexaHi3MiB BUSIBJIEHHS Ta BiOBiJi Ha MOTeHIiHI 3arpo3u. Lle
MO>K€ BKJIIOUATH B ce6e CTBOPEHHSI CUCTEM MOHITOPUHTY Ta aHaJi3y, SKi MOXYTh BYaCHO BUSIBJISITY aHOMAJIIi Ta OTEHIiMHI aTaku.
Kpim TOro, BaskJIMBO po3pOOUTU CTpaTerii 3a6e3nedeHHs1 KOHPiAeHIiHHOCTI, LiiCHOCTI Ta AOCTYIHOCTI JaHux y cucrtemax [oT. V
BUCHOBKY, 3a0e3MeyeHHs] 0e3eKr CHUCTEM JialHOCTUKU KPUTUYHUX PEXKUMIB y CKJIaJHAX CUCTEMax 3 BUKOpUCTaHHSIM [oT e
BXJIMBOIO 33J]a4€l0 B Cy4aCHOMY CBIiTi. [lyi1 mOCATHEHHs L€l MeTHM HEeOOXiZHO BMKOPHUCTOBYBAaTU Pi3HI METONM Ta MOJeri,
pO3pO6JIATH MEXaHi3MM BHUSBJIEHHS Ta BIATIOBiAi Ha 3arpo3u, a TaKoX 3abe3nedyBaTd KOH(DimeHIiMHICTh, miyicHiCT Ta

IOCTYIIHICTb JaHUX. l]e BasKIMBO /15 3a6e3MevdeH s 6e3MeKy Ta HaAiiHoCTi cydacHux loT-cucrem.
Pedepar (aHra)

Ensuring the security of critical mode diagnosis systems in complex systems using IoT is an important issue in the modern
world, as complex systems are becoming increasingly reliant on digital technologies. In this context, it is important to analyze
various methods and models to ensure the reliable and safe operation of such systems. IoT systems encompass a wide range of
diverse devices that interact with each other through the Internet network. These systems can be applied in various fields such
as medicine, automotive industry, energy, and many others. However, along with their advantages, come threats to security. The
diagnosis of critical modes in systems is crucial for preventing potential accidents and failures. Methods and models for
ensuring secure diagnostics include the use of machine learning algorithms, data analysis, Internet of Things analysis, and many
other approaches. However, it is important to consider potential threats and vulnerabilities of these systems that can be
exploited by malicious actors for deception, data breaches, or causing damage. One of the primary tasks in IoT system security
is the development of mechanisms for detecting and responding to potential threats. This may involve creating monitoring and
analysis systems capable of timely identifying anomalies and potential attacks. Additionally, it is crucial to develop strategies to
ensure data confidentiality, integrity, and availability in IoT systems. In conclusion, ensuring the security of critical mode
diagnosis systems in complex systems using IoT is an important task in the modern world. To achieve this goal, various methods
and models must be employed, mechanisms for threat detection and response must be developed, and data confidentiality,
integrity, and availability must be ensured. This is essential for the safety and reliability of modern IoT systems.

Inpexc YIK: 654.1; 654.14; 654.15; 654.16; 654.17; 654.19; 656.8, 621.865.8, , 550.34.033 , 004.8'2:621.395
Kozu temaruunux py6puk HTI: 49.33.35, 55.30, 20.56, 37.01.51



6. HaykoBo-TexHiyHa nponykuis (HTII)

HTII 1

Hassa npoaykii (ykp): Metonu knacudikalii pe>xumiB Ta CTaTyCiB TEXHIYHOI CHCTEMH 32 KaTEropisIMU: HEKPUTUYHUH,

KPUTUYHUI Ta CYNIEPKPUTUYHUI

Hassa npoaykii (arrui): Methods of classifying modes and statuses of a technical system into categories: non-critical, critical,
and superecritical

OuikyBaHi pe3yabrati: Metonu, Teopii
T'anmy3s 3acTOCyBaHHS: KOMIT'IOTEPHI HAYKU

Onuc npozykuii (ykp): Metonu kinacudikanii peskumis i ctaTyciB TexHiYHOI cucTeMu 3a KaTeropisiMu "He KpUTUYHUNA",
"KPUTAYHUI" i "CYyTIEPKPUTUYHNIA" € BaKIMBUMU 17151 €(DEKTUBHOTO YIIPABJIiHHA Ta NiATPUMKU TaKUX cuCTeM. Lli MmeToaun
JIOTIOMaraloTh BUBHAYMTH, HACKIJIbKU CEPI03Hi 200 KPUTUYHI Tpo6sieMu abo Mofiii MOXKYTh BIJIMHYTH Ha HOPMaJIbHY POOOTY
TexHiIuHOI cucTeMu. Hipkue HaBeIeHO OIJIsf, MOXKIIMBUX MeTOAIB Kinacudikanii: OuiHka pu3uxky: OfuH 3 HANNOMMUPEHIINX
METO/iB [10JIAra€ B OLiHLIi PU3UKY [Ji1 KOHKPETHOIO CTaTyCy CUCTEMU. PU3KK BU3HAYA€THCSA HA OCHOBI MIMOBIPHOCTI BUHMKHEHHS
nozii Ta ii MOTEHUINHMX HACIIIAKIB. 3a3BU4Yail CUCTEMU PO3IIIAITEL HA KijibKa PiBHIB PU3UKY, TAKMX K "HU3LKUI", "cepeHin” i
"BUCOKHUI", 106 BU3HAYUTH CTYIiHb KDUTUYHOCTI. AHAJIi3 Bpa3nuBocTe: Lieit MeToz nnependadyae BUSHAYEHHS BPA3IMBOCTEN
CHCTEMH i iX BIIJIMBY Ha QYHKLIOHYBaHHS. Bpas3inBOCTi, SIKi MOKYTb IPU3BECTHU 10 HEKPUTUYHUX MTPOOJIEM, PO3IIISIIAIOTLCS B
iHImMI croci6, HiX Ti, sSIKi MOXKYTb CTBOPUTU KPUTUYHI 2060 CynepKpuTHYHi cuTyanii. OniHKa BiiHOBMOBaHOCTI: Llelt meTon
BKJIIOYA€E B c€6€ OLiHKY TOTO, HACKiJIbKY MIBUIKO i IETKO MOXKHA BiIHOBUTY CUCTEMY IIiCJISI BUHUKHEHHS Ipo6aeMuy. YuM mBupme
MO>KHA BiJJHOBUTH CUCTEMY, TUM MEHIIIE€ BOHA CXUJIbHA JI0 CYIIEPKPUTUYHUX CTATYyCiB. MOHITOPUHT i BUSBJIEHHS MO/
BuKOpHCTaHHSI CUCTEM MOHITOPUHTY i BUSIBJIEHHS! [10Zii1 JoIIOMarae BYaCHO BUSIBJISITY aHOMaJlii ab0 MOTeHLiiHi 3arposu. e
JI03BOJIsIE€ KyIacU(iKyBaTH CTaTyC CUCTEMU Ha PAHHIX eTamnax i 3arnobiraTu noripieHHio cutyauii. CTaHAApTyH Ta PEryIl0BaHHS: Y
JlesKUX BUMAJKaX CTAaHAAPTYU Ta PETYJI0BAaHHS BU3HAYAIOTh, SIKi KpUTepii MOBUHHI 6yTU BUKOPUCTaHI Ji71s1 Kacudikauii cuctem 3a
CTyneHeM KpUTh4yHocTi. Hanmpukian, B ranysi 6e3nexku iHpopmaliii icHyl0Tb CTaHIapTH, SIKi BU3HAYAIOTh PiBEHb BAXKJIMBOCTI 17151
indpopmauii. MeToguka aHasisy BIIUBY i MoxuBocTi (Impact and Probability Analysis): Lleii MeTo, BKJIIoYa€ B ce6e OLiHKY
BILJIMBY MOXKJIMBUX IIOZIii1 HA CUCTEMY i BipOrifHOCTI iXHbOTO BUHMKHEHHS. Lle 03BoJIsie BUBHAUUTHU PU3MK i KIacu(iKyBaTu

CTaTyC CUCTEMU.

ConjianbpHO-eKOHOMIYHa cipsimoBaHicTh HTII: ExoHOMis MaTepiasiB, 3MeHIIeHHs 3HOCY o6sanHanHs, [linBuineHHs

aBTOMAaTHU3allii BUPOGHUYMX ITPOLIECiB

Crapgis 3aBepmenocti HTII: Ines, KoHuemnuis

Buposaaskenns HTII: He BnposamkeHo
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