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Hassa opranisanii: HanioHanbHUI aepokocMiuHui yHiBepcuTeT iM. M. €. )KykoBcbKoro "XapKiBCbKuil aBiallifHUi iHCTUTYT"
Kogm €IPTIOY /IIIH: 02066769
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4. JI>kepeJia Ta HanIpsiMu piHaHCYBaHHSA

IligcTaBa aJ1s1 IpoBeAeHHs POOIT: 34 - IOroBip (3aMOBJIEHHS) 3 LIEeHTPAJIbHUM OPIraHOM BUKOHABYOI BJIaIM, aKaieMi€lo HayK

(rO;IOBHMMU PO3IIOPSAHNKAMY OIOPKETHUX KOIITIB Ha mpoBeaeHHst HIIJIKP)
KIIKBK: 2201040

Hampsm ¢inaHcyBaHHs: 2.2 - IPUKJIATHI JOCIiIXKEHHS i pO3poOKU



J>kepesia piHaHCYBaHHS

I>xepeJio ¢piHaHCyBaHHS: 7713 - KOWITHU IePXKOIOIKETY

daxTuyHmii o6car dinaHcyBaHHS 3a 3BiTHMH eTam: 873.936 THC. TPH.
5. HaykoBo-TexHi4Ha poooTa

HasBa po6oTHu (YKp)

Mertonu Ta KeNC-TEXHOJIOTii [0Ka30BOro OLIHIOBaHHS KiGepOe3neKd INPOrpaMOBHUX CHUCTEM [Jisi 3a0e3IEeYeHHS 3aXUCTY

KputuyHoi IT-iHppacTpykTypu
Ha3zBa po6oTH (aHrJI)

Methods and case-technologies of evidence-based assessment of software systems cybersecurity to ensure protection of
critical IT infrastructure

Pedepar (yxp)

Po3rystHyTO KOMIUIEKCHUE Minxifm mo mpobiemu Bepudikalii Ta nomyky Bpasnusocteil B I1JIIC Ta anapaTHOMy 3a6e3nevyeHHi 3
BUKODPHCTaHHSM iHCEpLilHOro MOJesIOBaHHS. MaTeMaTUYHUI anapar aare6py MoBeIiHOK J1ae 3MOry npeacTaButu mogeti [TJIIC
Ta arnapaTHoOro 3a0e3NnevYeHHs Y 3p03yMisioMy anre6paidHOMY BUTJISAJi Ta BUKOPUCTATH BiJMOBigHI METOOY MOUIYKY BPAa3IMBOCTEN
ta (opmanbHOi Bepudikanii. Po3pobseno anreGpaiuHi mopmesni Ay omucy i BUSBIEHHsS BpasiuBOCTed B crenudikanisx
€JIEKTPOHHUX TPOEKTIB Ha Pi3HUX eTarax >KUTTEBOrO LIMKIY, SIKi Ha BiIMiHy Bif BimoMux 6a3yloTbCsl HA CEMaHTHUILi iHCEpIiTHOTO
MO/IEJIIOBaHHSI MOBOIO ajreOpy MOBEAIHOK i [TO3BOJISIOTh 3a0e3MeYnTH rapaHTOBaHy IMOBHOTY Bepudikanii i TectyBanHs HDL
KOMIIOHEHT, eJIEKTPOHHUX MpoeKTiB 1y IIIC B ninomy, soriku xopuctyBaupkux gogatkis [ICK3. Po3po6yeHO MOCHigoBHICTb
Bepudikallii i3 BAKOPUCTaHHSAM aNredpaidyHux Moaesel i MeTOIM TeCTyBaHHSI MIJISIXOM TeHepallil TECTIB i3 Mozesiel, Mo6yI0BaHUX
Ha Pi3HUX eTamnax Po3po6JIeHHs, sIKi Ha BiIMiHy Bif BifoMnx 6a3yl0ThCsl HA aBTOMAaTH4Hil reHepatii Message sequence chart, mo
J03BOJIsIE 3a0€e3MeUYnTH rapaHTOBaHy MOBHOTY Bepudikanii i TectryBanHss HDL KOMIIOHEHT, €/IeKTPOHHUX NPOekTiB ajs IJIIC B
LIiJIOMY, JIOTiKM KOpPUCTyBalbKux gonaTkie [ICK3. 3anponoHoBaHO KOMILJIEKC CKJIaIOBUX 3abe3ledeHHs Kibepbesneku miaat@gopm
FPGA as a Service, mo BifnoBijae Cy4aCHMM 3arpo3aM TaKUMX CHUCTEM Ta BKJIIOYA€ PEryJspHE OHOBJIEHHS IPOrPAMHOrO
3a6e3Me4YeHHs, MOHITOPUHT Ta aHalli3 6e3MeKH, ayJuT Ta TECTyBaHHS Ha NPOHUKHEHHS, BiIOBIOHICTb CTaHZApTaM Oe3MeKU Ta

HaBYaHHS IIePCOHAYy.
Pedepar (anru)

A comprehensive approach to verifying and finding vulnerabilities in FPGAs and hardware using insertion modeling is
considered. The mathematical apparatus of the algebra of behaviors makes it possible to present the FPGA and hardware models
in a comprehensible algebraic form and to use the appropriate methods of finding vulnerabilities and formal verification.
Algebraic models have been developed for the description and detection of vulnerabilities in the specifications of electronic
projects at various stages of the life cycle, which, unlike the known ones, are based on the semantics of insertion modeling in the
language of the algebra of behavior and allow to ensure the guaranteed completeness of verification and testing of HDL
components, electronic projects for FPGAs in general, logic programmable systems of critical applications (PSCA) user
applications. A verification sequence has been developed using algebraic models and testing methods by generating tests from
models built at various stages of development, which, unlike known ones, are based on the automatic generation of a Message
sequence chart, which allows for guaranteed completeness of verification and testing of HDL components, electronic projects
for FPGAs in general, the logic of user applications of PSCA. A set of components for ensuring the cybersecurity of FPGA as a
Service platforms is proposed, which meets modern threats of such systems and includes regular software updates, security
monitoring and analysis, audit and penetration testing, compliance with security standards, and personnel training.

Inpexc YIK: 519.718.2, , 511.6

Kopu Temarnunux pyopuk HTI: 28.27.27, 20.56, 27.15.25

6. HaykoBo-TexHiyHa npoayKkuis (HTII)



HTII 1

Hassa npoaykrii (ykp): Crioci6 pe3epByBaHHS CUCTEMU IITYYHOTO iHTEJIEKTY

Ha3zBa npoaykuii (anri): A way to back up an artificial intelligence system

OuikyBaHi pe3ysbTaTu: TexHosorii

T'anyss 3acrocyBauHs: [106ygoBa Ta aHai3 6€311eKy IPOrPaMOBHUX CUCTEM KPUTUYHOTO 3aCTOCYBAHHS

Omnuc npoaykiii (ykp): Crioci6 pe3epByBaHHS CUCTEMU LITYYHOTO iHTEJIEKTY IJISIXOM NapajieIbHOr0 BUKOPUCTAHHS KiJTbKOX
kaHaziB I, no6yoBaHMX, 30KpemMa, Ha OCHOBI IITYYHUX HEMPOMEPEK, sIKi OTPUMYIOTh OJJHAKOBI BXifHi naHi. [Tpane3patHicTb
KaHaJliB KOHTPOJIIOEThCS BOYIOBAHUMU 3aC006aMU, a pe3yJIbTaTU aHaJi3yIOTbCS 1711 BUOOPY AAHUX OJIHOTO 3 PaLe3JaTHUX
KaHaJiB. Y pasi BiIMOBU BCixX KaHaJliB GOPMY€ETbCS CUTHAT BiMOBU. OCO6IMBICTh METOAY — BUKOPHUCTAHHS Pi3HUX MOJENen
HENPOMEPEXK, HABUEHMX HA Pi3HUX JATACETAX i3 3aCTOCYBAHHSM Pi3HMX METOAIB. BU3HA4alOTh 30HU HEBU3HAYEHOI Ta IIOTEHLIIHO
He6e3Me4HOI IOBEIiHKY, SIKi OHOBJIIOIOTHCS MICIs1 KOSKHOTO TOHABYaHHS ab0 3MiHM Moesi. Bubip BUXiZHUX AaHUX 3IiIICHIOETHCS
3 ypaxyBaHHSM BiIIOBiIHOCTI BXiIHMX JAHUX LIMM 30HaM. SIKIIO BCi KaHaIM NpaLe3[aTHi i BXifHi JaHi He BXOOSTb 0O
He6e3NeYHNX 30H — BUKOPUCTOBYETLCS KaHa 3 HalBUIMM ITPiOPUTETOM. SIKIIIO YacTHHA KaHasliB nepebyBae B 30Hi HeO6e3MeKu —
BUOGIp 3MilCHIOETBCS 3 6€3MeYHNX KaHamiB. CUTHaM BizMOBU (POPMY€ETLCS TAKOX 3a BiICYTHOCTI TakKux KaHasiB. CUrHa
HEBM3HA4YEHOCTI BUHMKAE, KOJIY BCi ITpalle31aTHI KaHaIy MalOTh BXiJIHi jaHi B 30Hi HEBU3HAYEHOCTI, [IPOTE BU1a4a MOXKJIMBA,
SIKIIIO TaKa HEeBU3HAYEeHICTh fonycTuma. CurHas Hebesneku GopMyeThCs Y BUNIAAKY, KOJIM BCi KaHAIM OTPUMYIOTH J1aHi i3 30H
MOTEHLINHOI 3arpo3u. 3anponoHOBaHUH CIIOCi6 pe3epByBaHHs 3abe3neuye NigBUILEHY HaJliliHICTb Ta 6€311eKy poOOTH ITYYHOTO
iHTeJIeKTy B IPOrPaMOBAaHUX CUCTEMaX KPUTUYHOTO 3aCTOCYBAHHS 32 PaXyHOK 6araTOKaHaJIbHOI 0OPOOKY JJaHUX i3 KOHTPOJIEM
Mpane3faTHOCTI Ta aHaji30M MOTEHI[iITHO HebGe3MevyHOoi ToBeIiHKY. 1]e 103BoJIsie BUaCHO BUSBJISTU BiMOBH, HEBU3HA4YeHi a6o

Hebe3IeyHi CTaHu i 3a6e3nedyBaTH CTabiibHy pOOOTY CUCTEMU HaBiTh 3 YMOB YaCTKOBUX 300iB.

ConjiasnbHO-eKOHOMIYHa cnpsimoBaHicTh HTII: 3MeHuIeHHS 3HOCY 0671a/fHaHHS

Cragis 3aBepmenocti HTII: JlocinHuit 3pa3ok

Buposagskenus HTII: He BoposamkeHo

Crpoku BupoBamykeHHs: 01.202412.2024

Bupo6HuK npoaykuii: HanioHanpHUI aepoKOCMiYHU yHiBepcUTET iM. M. €. JKykoBcbKoro "XapKiBCbKUH aBiallitHUH iHCTUTYT"
CnosxuBavi npoaykuii: HanjionanbHU# aepokocMivHMil yHiBepcuTeT iM. M. €. J)KykoBcbKkoro "XapKiBcbKuil aBialiitHuii iHCTUTYT"
IlepcnexkTuBHi puHKHU: CricTeMU 3a6e3MeyeHHs 6€31eKU 00'€KTiB KpUTUYHUX iHPPACTPYKTYP

IlpaBa inTeseKkTyas1bHOI BjacHOCTi: OTPMMaHO MIATEHT

®opmu Ta yMoBH nepegadi npogykuii: [Ipogax nateHra
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