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4. JI>)kepesia Ta HanpsiMu piHaHCYBaHHA

IligcraBa aJj1s npoBeAeHHs PooiT: 34 - HOroBip (3aMOBJIEHHS) 3 LIEHTPaJIbHUM OPTaHOM BMKOHABUOi B[y, aKaZleMielo HayK

(ros10BHMMU PO3NOPSIAHMKAMU OI0TKETHUX KOIITIB Ha poBeaeHHs HIIKP)
KIIKBK: 6541030

Hampsam ¢inancyBanHs: 2.1 - pyHIaMeHTasIbHI JOCTIIKEHHS

J>kepesia piHaHCYBaHHS

I>kepeJio ¢piHaHCyBaHHA: 7713 - KOWITHU IePXKOIOIKETY

daxruunuii o6car dinancyBaHHS 3a 3BiTHHH eTam: 5560.994 THC. IpH.
5. HaykoBo-TexHiYHa poooTa

HasBa po6oTHu (YKp)

JocnimxeHHs pusuKiB iHPopmaliiiHOi 6e3nekn o0eKTiB KpUTU4HOI iHppacTpykrypu I'TC YkpaiHu Ta po3poOKa METOHOJIOTii

ITIOBOJ>KEHHS 3 HUMU

Ha3sBa po6oTH (aHrJI)

Researching information security risks of critical infrastructure facilities of gas transmission system of Ukraine and the
development of a methodology for handling them

Pedepart (yxp)

Po6ora mpucesiueHa npobsemam 6esnexku iHPopMalilfHO-KOMYHIKaLilHUX CUCT€M KPUTHUYHOI iHPPACTPYKTYpH €HEpPreTU4HOI
ranysi CTOCOBHO ['a30TpaHCHOpPTHOI cucTeMH VYKpaiHW, JOCJiIKeHHs PU3MKiB iHpopmauiiiHoi 6e3rnexku, po3poOKH METO.iB
NMoOYyAOBY TUIIOBOI MOZesi 6e3leKky iHTpaHeT CHCTeM €HEpPreTUYHUX IiINPHEMCTB Ta METOAMK IMOBOIPKEHHS 3 HUMMU. Ilim yac
MIPOBEIEHHS [OCiPKEHHSI BUPII€HO HACTYIHI MUTAaHHS: — IPOBEIEHO aHaJli3 IOTOYHOTO CTaHy CIIPaB 10 Npo6JeMi OLiHIOBAaHHS
Ta Mopudikalii cucrem KibepOe3neku B €HEepreTHlli; — PO3BUHYTO TEOPil0 IOOYIOBHM aJalNTUBHUX 3aCO0iB 3aXWCTy Ha OCHOBI
¢opmyBaHHS KpuTepiiB KepyBaHHS MeXaHi3MaMU 3axWCTy IIpY BIJIMBE 30BHIIIHIX Ta BHYTPIIIHIX YMHHUKIB, IO MOTPEGYIOTh

3MUHM 0aslaHCy MDK HaZilfHICTIO, 3aXWIIEHICTIO, MBUJKOMIEI0 Ta €KOHOMIYHICTIO; — JOCJIZKEHO Ta PO3BMHYTO 6araTopiBHEBi

Mogesi 3axuCTy JOCTymy 10 iH(OpMaLilHUX CHUCTEM; — CTBOPEHO IIPOTPaMHY CHUCTEMY [Jid T€pPeBipKA IMOBHOTH Ta
HEeCyNnepeyHocTi (QYHKUIOHANBHOTO MNPOMINI0 3aXMCTy; — PO3POOJIEHO METOOMKY AaBTOMATU30BAHOTO CTBOPDEHHSI Ha 6asi
PEKOHOITYPOBHUX OOYMCIIOBAaviB LUAQPPOBUX MPUCTPOIB 3axUCTy iH(pOpMalii; — CTBOPEHO METOIUKY BHUKOPUCTAHHS TIpif-

iHQpacTpyKTypy Ta XMapHOTO CEPBiCy JIg OpraHisallii IeHTpaji30BaHOTO NPOrpaMyBaHHs PEKOH)IrypOBHUX NPUCKOPIOBAYIB 1715
BMKODHUCTaHHS B 3aco0ax iHpopMaliliHOi 6e3MeKu; — po3pOo0JIEHO Ta JNOCHIIPKEHO TUIIOBY MOJEJb 0E3MEKM Ta METOIUKY ii

3aCTOCYBaHHSI [1JIs1 aHaJli3y Ta 3axucTy 00’ekTiB I'TC Ykpainu.
Pedepar (aHrI)

The work is devoted to the security problems of information and communication systems of the critical infrastructure of the
energy industry in relation to the gas transmission system of Ukraine, the study of information security risks, the development
of methods for building a typical security model of intranet systems of energy enterprises and methods of handling them. During
the research, the following issues were resolved: - an analysis of the current state of affairs on the problem of assessment and
modification of cyber security systems in the energy sector was carried out; — developed the theory of building adaptive means
of protection based on the formation of criteria for managing protection mechanisms under the influence of external and
internal factors that require a change in the balance between reliability, security, speed and economy; - researched and
developed multi-level models of protection of access to information systems; - a software system was created to check the
completeness and consistency of the functional protection profile; - the method of automated creation of digital information
protection devices based on reconfigurable computers was developed; - the method of using the grid infrastructure and cloud
service for the organization of centralized programming of reconfigurable accelerators for use in information security tools was



created; - a typical security model and its application methodology for the analysis and protection of Ukraine's gas transmission
system facilities were developed and researched.

Inpexc YIK: 004.001; 004.001.57; 004.7.001.57, 004.056.5, 004.75, 004.272.23:004.274

Kopu Temarnynux pyopuk HTI: 50.07
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Onuc npozykuii (ykp): MeToio po3po6seHHs npodeciiHOTo CTaHAAPTY € NPEACTaBIeHHs] HEOOXiTHOTO PiBHS MpodeciitHux
KOMIIeTeHTHOCTe! (axiBIiB MiMPHUEMCTB, OpraHisaliiil Ta yCTaHOB pi3HUX (OPM BIACHOCTI, Yusl AisJIbHICTD IOB'sI3aHa 3
MIPOEKTYBaHHSM, PO3POGJIEHHSIM, TECTYBAHHSIM Ta OL[iHIOBAHHSM CHCTEM 3aXUCTY iHpopMaliii IpoTSIrom ycboro KUTTEBOTO LIUKITY

iX po3pobKku.

ConianbHO-eKOHOMIYHa cnipsimoBaHicTk HTII: TlinBuieHHs MPOgyKTUBHOCTI Ipali
Cragis 3aBepmeHocti HTTI: CTaHIapT po3po6JieHO Ta BIIPOBAIKEHO
Bnposazykennsa HTII: BipoBazkeHO

Crpoxku BrnpoBagykeHHs: 01.202212.2023

Bupo6nuk npoaykuii: IIIME im. I'.€. [Tyxosa HAH Ykpainu

Cno>kuBavi mpoAyKuii: JlepskaBHa Ciy>k6a crieriabHOTo 3B'sI3Ky Ta 3aXuCTy iHpopmanii Ykpainy, [Tignpuemcrsa, opranisanii ta
YCTaHOBHU pi3HUX GOPM BIACHOCTI, UKsl AisSJIbHICTD TIOB’S13aHA 3 IPOEKTYBAHHSIM, PO3POOJIEHHSIM, TECTYBAaHHSIM Ta OLiHIOBAaHHSIM

cucreM 3axucTy iHpopmariii
IepcrneKTHBHI pUHKH:
IIpaBa iHTE/IEKTyasIbHOi BJIACHOCTI: -
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