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5. HaykoBo-TexHiYHa po6oTa

Hasga po6oTH (YKp)

3anobiranHs i mpoTupis MeTogaMm colianpHoi iHkeHepii y 3a6esneyerHi iHpopmaniiiHoi 6e3rnexu nignpreMcTaa

Haspa po6oTH (aHrJ1)

Prevention and countermeasures of social engineering methods in ensuring the information security of the enterprise

Pedepar (yxp)

JaHi conionoriyHux JociuinkeHb y cepi Kibepbesnexku CBiguaTh NPO BeJU4Ye3Hi MacIITaby BUKOPUCTAHHS METOMIB COLjialbHOI
imKeHepil Npu 3AiMCHEHHI KibepaTak Ha MiANPUEMCTBA i OpraHisalii Mo BCbOMY CBiTy. Tak, 3a OCTaHHI TpU POKU NE€PEBa’KHA
KiJIbKiCTb KibepaTak nepezbadajiy BUKOPUCTAHHS IEBHOTO METOAY COLIHXKEHepii, i3 colianbHOIO iHXeHepielo MOoBsI3aHi Maiike
90% 37M0BMUCHUX BUTOKIB JAHUX, a OOCSTM 30MTKIiB BHACJIOK 3aCTOCYBaHHS COLIOiH)KEHEPHUX TEXHOJIOTIHl CSIraloThb COTEHb
MIJIbIIOHIB oJ1apiB Ha pik. 3 Or7sAAy Ha 3a3HayeHe KOKHEe CydacHe MiANpHeMCTBO Mae MPUIISTH 3HAYHY yBary 3anobiraHHIo i
MpOoTUAii MeTofaM coliasbHOi iHKeHepil SIK BaKJIMBOI CKJIafoBOI 3abe3nevyeHHs] KOpIopaTuBHOI iHdopMauiiiHOi 6e3neku. Y
nepiii yacTuHi po60TU BCTAHOBJIEHO OCOOJMBOCTI coljanbHOI iHkeHepii y cdepi iHpopMaliliHOi 6e3neku i BUAIIEHO OCHOBHI
3arpo3u COlLiasibHOI iHKeHepil IJjs MigIpUEMCTBa, cepej, sSKUX OIMMUHT, BiIMHT, CMIIIMHT, 3aMaHIOBaHHS, 3aJsKyBaHHS,
MIPETEKCTHHT, «IMOCJIyra 3a MOCJYry», BUJABaHHS cebe 3a iHuly ocoOy, MiAriasgaHHs, 30MpaHHS CMITTS TOIIO; TPOAHAJi30BaHO
THUIIOBI 3arpo3u COoLiayIbHOI iHXKeHepii B Mepexi IHTepHeT Ta collialbHUX Mepeskax, JOCiIKEHO 3Ha4Y€HHS [IEHTECTUHTY SIK 3aC00y
BUSBJIEHHS BPa3/IMBOCTEN IIANPUEMCTBA [0 COLiHXeHepii. 3a pe3ynbTaTaMu JOCHIIKEHHS 3alpONIOHOBAHO ITPAKTHU4YHi
peKoMeHaanii moao BUsBAEHHS QIIIMHIOBUX JIUCTIB i Ain@eKk-TexHOJIOriH, 3arobiraHHs CoLioiH>KeHEpHUM aTakaM B COLIiaJIbHUX
Meperkax, TaKUM SIK 3aXOIJIEHHS i KJIOHYBaHHSI aKayHTiB, 36ip iHpopmalii npo nepcoHasn opradizalii y couMepeskax, BUJiNIEeHO
YUHHUKU €(PEKTUBHOTO IEHTECTHHIY COLiajybHOI iHXeHepii B opranizauii, a Takok chOpMOBaHO Iepesik METOZiB i TexHiK
COLIiOIH)KEHePDHUX aTak, §IKi JOLiNbHO BUKOPUCTOBYBAaTH B XOIi TECTYBAaHHSI Ha NPOHUKHEHHS [JI BUSIBJIEHHS BPa3jIMBOCTEN
oprasisauii 10 coLiHXeHepii.

Pedepar (aHr1)

Data from sociological research in the field of cyber security testify to the huge scale of the use of social engineering methods
in the implementation of cyber attacks on enterprises and organizations around the world. In particular, over the past three
years, the majority of cyberattacks involved the use of a certain method of social engineering, almost 90% of malicious data leaks
are associated with social engineering, and the amount of losses due to the use of social engineering technologies reaches
hundreds of millions of dollars per year. In view of the above, every modern enterprise should pay considerable attention to the
prevention and countermeasures of social engineering methods as an important component of ensuring the company's
information security. The first part of the work establishes the features of social engineering in the field of information security
and highlights the main threats of social engineering for the enterprise, including phishing, vishing, smishing, baiting, scareware,
pretexting, Quid pro quo, impersonation, shoulder surfing, shoulder surfing, etc.; typical threats of social engineering on the
Internet and social networks were analyzed, the value of pentesting as a means of detecting the company's vulnerabilities to
social engineering was investigated. Based on the results of the research, practical recommendations are offered for detecting
phishing emails and deepfake technologies, preventing social engineering attacks in social networks, such as account takeover
and cloning, collecting information about the organization's personnel in social networks, identifying the factors of effective
pentesting of social engineering in the organization, and also creating a list of methods and techniques of social engineering
attacks, which should be used during penetration testing to identify the organization's vulnerabilities to social engineering.
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6. HaykoBo-TexHiyHa npoaykuis (HTII)



HTII 1

Hassa npoaykuii (ykp): [IpakTryni pekoMeHaLii o0 BUSBIEHHS i 3a1106iraHHs aTakaM COLiaybHOi iHXeHepii, mifBruIneHHs

e(eKTUBHOCTI TeCTYBaHHS Ha IPOHUKHEHHSI 17151 BUSIBJIEHHS BPa3JIMBOCTEN MiJIPUEMCTBA O COLiaIbHOI iHXKeHepii

HasBa npoaykuii (anri): Practical recommendations for detecting and preventing social engineering attacks, increasing the
effectiveness of penetration testing to identify enterprise vulnerabilities to social engineering

OuikyBaHi pe3yabraTi: HOpMaTUBHI JOKyMEHTH, MeTOOUYH] JOKYMEHTH, AHaIITUYHI MaTepianu
T'anysb 3acTocyBaHHS: 3a0e31€4eHHs iHQOpMaLiiiHO] 6e3eKu NigIpreMCTBa

Omnuc npoaykuii (ykp): [TpakTiuHi pekoMeHallii oo BUsBJAeHHs PilIMHTOBUX JUCTIB i Ain@eNk-TexHoOoTil, 3ano6iraHHs
COLIi0iH’)KEHEPHUM aTaKaM B COLiaIbHUX MEPEXKax, e(pEKTUBHOTO NIEHTECTUHTY COLia/lbHOI iH)KeHepii B KoMIaHii, MeToAiB i TeXHIK
COLi0iH’)KEHEPHUX aTaK, SKi AOLiNIbHO BUKOPUMCTOBYBATH B XO/li TECTYBAaHHS Ha IPOHUKHEHHSI [I7Is1 BUSIBJIEHHS BPa3JIMBOCTEN

HiJIIPUEMCTBA 10 COLiHKEHEPil.

ConjianpHO-eKOHOMIYHa cipsimoBaHicTh HTII: migBuiieHHS pe3yIbTaTUBHOCTI 3a6e3redeHHs iHdopmaliiiHoi 6e3rnexku

HiANPUEMCTBA, CIPUSIHHS 10T0 KOHKYPEHTOCIIPOMOKHOCTI

Cragis 3aBepmenocti HTII: 3sit no HIJJKP, PekomeHnauii mo/1o BUSIBJIEHHS i 3a1106iraHHs aTakaM colianibHoi imkeHepil,

nifBuIeHHs epeKTUBHOCTI TECTyBaHHS Ha IPOHUKHEHHS! 7151 BUSIBJIEHHSI BPa3JIMBOCTE MiIMPUEMCTBA JO COLiabHOI iHXeHepii
BnposazykenHsa HTII: He BnpoBamkeHO
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