O6J1ikoBa kKapTka HIJIKP

Jep>kaBHuUMH 06s1ikoBHI HOMep: 0223U000720
Jep>kaBHuMH peectpaniiinmii Homep: 0120U102120

Bigkpura

Iara peecrpamnii: 19-01-2023

1. ETaniy BUKOHAHHS

Homep eTtamy: 1

Hasga erany: CucTemMu 3B’s13Ky O€3MiJIOTHUX anaparis 3 MigBUIEHOO CTiMKiCTIO 10 BIIJIMBY HABMUCHUX Ta HEHAaBMUCHUX 3aBa]],
IToyaTok erany: 01-2020

3akiHueHHs eTany: 12-2022

Bup, 3BiTHOTO ZOKyMeHTa: OCTaTOYHUH 3BiT

2. BukoHaBeup

Hassa opranisanii: HanioHanbHUI TexHIYHUN yHiBepcuTeT YKpainy "KuiBcbkuil nostiTexHiYHuH iHCTUTYT iMeHi Iropst

Cixopcpkoro”

Kom €IPTIOY /IIIH: 02070921

MigmopsaxoBaHicTh: MiHiCTEpCTBO OCBITU i HAyKu YKpaiHu

Agppeca: npocnext Ilepemoru, 37, M. Kuis, Kuiscbka 0611., 03056, YkpaiHa
Tenedon: 380442367989

Tenedon: 380442044862

E-mail: mail@kpi.ua

WWW: https:/ /kpi.ua/

3. Bnacuuk peayabtatiB HIJIKP (nmpoayKiiii)

Hassa oprasnisanii: MiHicrepcTBo ocBiTy i Hayku Ykpainu
Koz €IPIIOY /IITH: 38621185

Appeca: npocriekt Ilepemory, 6yg. 10, M. Kuis, 01135, Ykpaina
MignopsaxosaHicTe: KabiHeT MiHicTpiB Ykpainu

Tenedon: 380444813221

Tenedon: +380444813221

Tesedon: mon@mon.gov.ua

E-mail: mon@mon.gov.ua

WWW: https://mon.gov.ua/ua

4. JI>)kepeJsia Ta HanpssMU piHaHCYBaHHA
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5. HaykoBo-TexHi4Ha poooTa

Hasga po6oTH (YKp)

Cucrtemu 3B'13Ky 6€3MiJIOTHUX anaparTiB 3 MiABUIEHOIO CTiMKiCTIO 10 BIIJIMBY HABMUCHUX Ta HEHABMUCHUX 3aBaf,

HasBa po6oTH (aHrJ1)

Communication systems of unmanned vehicles with increased resistance to intentional and unintentional interference

Pedepar (yxp)

P0o3p061eHO CTPYKTYpHO-(PYHKIiOHAJIbHI MPUHUMUIN NTOOYJOBU CUCTEMU YIPABJiHHS Ta 3B'SI3Ky O€3MiJIOTHUX amapariB pi3HOTro
MIpU3HaYeHHsl. Po3po6ieHi IPUHLIMIIY BKIIIOUNIIM B cebe apXiTeKTypy [Jisl allapariB cepeHboro Kiacy, manorabaputHux BITJIA Ta
masiorabaputHux BIIJIA 1uBiNBHOTO NpU3HA4YEHHS 3 IHTErPOBaHUM KaHAJIOM Bifeo. Po3pobiieHa apxiTekTypa Oyjia opieHTOBaHa
Ha peaslizallilo CUCTeM YIpaBiiHHS Ta 3B's13Ky BIIJIA Ha OCHOBI TEXHOJIOTiH MpOrpaMHO-BU3HAYyBaHUX paniocucrtem (SDR) Ta
cucteM Ha kpuctani (SoC). JocmigKeHo XxapaKTePUCTUKM HaBMUCHUX 3aBaj] KaHasam 3B's13Ky BIIJIA Ta knacudikoBaHo ix. st
pO3pO6JIEHNX APXITEKTYPHUX PillleHb OyJa 37ifICHEeHa OLiHKa JXUBYYOCTi KaHaiy yrpasiiHHA BI1JIA B yMoBax BIUIMBY HaBMHCHUX
Ta HEHAaBMMCHMX 3aBaJ, 3 BUKOPHUCTAHHSM BIEpIIE BHBEJEHUX AHAJNITUYHMX BUPasiB 151 KoeillieHTy >XUBYYOCTi KaHAy
ynpasiiHH4 BITJIA nis pisHuX BapiaHTiB iioro opraisanii. Ha 0CHOBI fociiKeHb CLieHapiiB BIIJIMBY 3aBaj, HA KAHAJIM YIIPABJIiHHA
BIIJIA po3po6seHo BUCOKOE(DEKTHUBHI ajJropuTMH MPOTH[il BIUIMBY TaKUX 3aBaj. Po3pobsieHi anroputmu 06a3yloTbCs Ha
BHMKOPHCTaHHI MaTEMATHYHOTO arapaTy HEYiTKOTO BUCHOBKY Ta TexHosorii MPTCP. Po3po6syieHo TexHiuHi pimeHHs 1no peaisaii
CHCTEMU 3B'43Ky, 110 Opi€HTOBaHi Ha oNTMMisalilo amapaTHux pecypciB FPGA-yactuHu SoC Ta ONTMMAasibHE BUKOPUCTAHHS

pecypciB porpamHoro npouecopa SoC.
Pedepar (aHrI)

Structural and functional principles for the construction of control and communication systems for unmanned aerial vehicles of

various recognition have been developed. The developed principles included an architecture for medium class vehicles, small-
sized UAVs and small-sized civilian UAVs with an integrated video channel. The developed architecture is focused on the
implementation of UAV control and communication systems based on software-defined radio (SDR) and system-on-a-chip (SoC)
technologies. The characteristics of intentional interference to UAV communication channels are investigated and classified. For
the development of architectural solutions, the survivability of the UAV control channel was assessed under the influence of
intentional and unintentional interference on it using the first derived analytical expressions for the survivability coefficient of
the UAV control channel for various options for its organization. Based on the studied scenarios of the impact of interference on
the UAV control channels, highly effective algorithms for counteracting the effects of such interference have been developed.
Algorithms based on the mathematical apparatus of fuzzy inference and MPTCP technology have been developed. Technical
solutions for the implementation of communication systems have been developed that are focused on optimizing the hardware
resources of the FPGA parts of the SoC and the optimal use of the resources of the SoC software processor.

Ingexc YIK: 621.39.001.63; 621.39.001.66; 621.39:658.512.2, 621.391.1:621.315.05, 621.39

Kozu temaruunux py6puk HTI: 49.13.01, 49.27.31
6. HaykoBo-TexHiyHa nponyKkuis (HTII)

HTII 1

Hassa npoaykuii (ykp): Cucrema yrnpasiiHHs Ta 3B's13Ky BI1JIA 3 migBUIIEHOIO CTIMKICTIO JO BIUIUBY aTak



Hassa npoaykii (aurur): UAV control and communication system with increased resistance to attacks
OuikyBaHi pe3yJybTaTi: Bupo6u texHiuHi, [IporpamHi npogykru
T'anysp 3acTocyBaHHS: Be3MinoTHI JliTasbHi anapaTty BiiCbKOBOTO Ta MBiILHOTO IIPU3HAYEHHS, BKJIIOYAI0YM MAJIOTabapUTHi.

Omnuc npogykuii (ykp): Cuctema 6a3yeTbCsl HA BUKOPUCTaHHI HOBUX apXiTeKTypHUX pillleHb 10 06Y0Bi CCTEM yIIPaBJIiHHS Ta
3B’a13Ky BI1JIA BiliCbKOBOTO Ta LIMBiZIBHOTO ITpU3HaYeHHsI. 3a6e3neuye eeKTUBHUIN 3aXMCT KaHaiB yripasiiHHs BI1JIA Big BBy
Ha HUX HACTYIHUX TUIIB aTaK: eHepPreTU4Hi TUITY IJIyIIeHHs KaHasy (IIMPOKOCMYTOBI, By3bKOCMYTOBI); €HEpPreTHYHi
CTPYKTYpOBaHi 3aBajy; imiTaniiiHi TuIly aTak nmoBropeHHs (replay attack); imiTanifiHi TIOBHOrO Y1 YaCTKOBOTO 3aMillleHHS
indopmauiitHOro MOBiTOMJIEHHS Y BUTJISAI BBeJleHHS MOMUIIKOBUX JaHUX (false data injection attack). Po3po6ieHi apxiTexTypHi
pilleHHs OpieHTOBaHI Ha BUKOPUCTAHHS TeXHOJIOTii IporpaMHoO-BU3HaYyBaHoro paznio SDR (Software-Defined Radio) Ta cucrem
Ha kpuctasi SoC (System-on-chip), siKi 03BOJISIIOTh CTBOPIOBATH Cy4acHi e(peKTHUBHI CUCTeMH YIIpaBIliHH Ta 3B’13Ky s BITJIA.
Po3pob6neni anroputmu npoTtuii atakam Ha BI1JIA 103B0JISIOTh iCTOTHO (Ha MOPSAOK) MiJBUIIMTY KUBYUICTh KaHAJIB YIIPABIIiHHS
Ta camoro 6e3mioTHoro anapary. Ha manwmii 4ac g BITJIA cepenHbOro Kiacy Ta manorabaputHux BITJIA aHanoriyHuX pileHb

KOMIUIEKCHOTO XapaKTepy NPOTU/ii aTakaM He icHye.

ConjianpHO-eKOHOMIYHa cipsimoBaHicTh HTII: CTBOpEHHsI IPMHIUIIOBO HOBOI NIPOAYKIii (MaTepiasiB, TEXHOJIOTIH TOLIO) AJIs

3abe3nedyeHHs eKCIIOPTHOTO MOTEeHIiany Ta 3aMillleHHIO iMIIOpTy, 3MeHIIeHHs 3HOCY 00J1aiHaHHS
Cragis 3aBepmenocti HTII: 3sit no HIIJIKP, EkcnepruMeHTanbHUH (MAaKeTHUI 3Pa30K)
BnposazykenHsa HTII: He BnpoBamkeHO

Crpoku BrnpoBagykeHHs: 03.202304.2024

Bupo6HHUK npoayKuii: BUpo6HUKOM MPOOyKLil Moxe GyTH SK 3aMOBHUK, TaK i CTOPOHHS OpraHisaliis, IporpamHe 3a6e3leyeHHs €

BJIACHICTIO 3aMOBHUKA.

Cno>kuBavi npoAyKuii: BiTun3HsHi Ta 3aKOpJ0HHI po3po6HUKY Ta BUpoOHUKH BI1JIA Ta 0651afHaHHS OJ15 HUX, NiAIpUEMCTBA
Yxpo6opoHnpomy, MiHicTrepcTBo 060poHM YKpainy, [lep>kaBHa ciry>k6a 3 Haf[3BUYalHUX cutyalii.,, O60poHHi BitomcTBa Ta
KOMEPLiHI OpraHisauii iHIux gepxkas.

IlepcnexkTuBHI pHHKHU: YKpaiHa, EBporna, il AepskaBu 3allikaBjieHi B OHOBJIEHH] Ta pO3IMIKPEHH] IapKy 6€3MiJIOTHUX anaparis.
IIpaBa iHTeIeKTyasIbHOI BJacHOCTI: 3a jorosopamu, B YkpaiHi

®opmu Ta ymoBH nepepgadi npogykuii: Insectuii, Crineni HIJKP, CisbHe BUPOOHUIITBO
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