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5. HaykoBo-TexHi4Ha podoTa

Hasga po6oTH (YKp)

Po3po6ka metopiB i mMomesneil 3axucty iH(OpPMaINiiHO-KOMYHIKaL[iIfHUX CHUCTEM i MEpeX y CTPYKTypHUX migposainax [JCHC

Ykpainu
Ha3zBa po6oTH (aHTIJI)

Development of methods and models for information and communication systems and networks in subdivisions DSNS Ukraine

Pedepar (ykp)

3BiT PO HAYKOBO-AOCiAHY Po6OTY: 57 cTOP., 10 puc., 10 Tabsn., 3 po3gpinu. CydacHi TeMnu po3BUTKY iHPOpMaLiMHUX T€XHOJOTIN
BMMAraloTh Bil IMpaliBHUKIB CTPYKTYpHUX migpospinie JCHC VYkpaiHu BUCOKOro piBHSI 3aXMCTy KOHQineHLiHOi iHpopmaliii.
KosnexTuBHEe BMKOpPUCTaHHS iH(OPMaLifHUX pecypciB MOTpedye BiANOBIAHOrO 3aXMUCTy OUCKIB i KaTajoriB, OKPEMUX MaIokK i
(paitiB, a TaKOXK yCix JIOKa/NbHUX i I7106aJIbHUX MEPEX Bifl HECAHKLIOHOBAHOTO BTPYYaHHs iHPOpMaLiiHUX 3T0BMUCHMUKIB, BipyciB
i Hebe3neyHux nmporpam. HallBaXxyiuBilIM 3aBIAaHHSM Ha I[bOMY PiBHI € i3MYHMI 3aXUCT camoro iHgopMaliliHOTO pecypcy.
SIKIIO X Ha TakoMy pecypci 36epiraioTbcs KoHQifeHLiNHI faHi, To BiH Mae 6yTH HaMlifHO 3aXUIEHUM 3a JOTIOMOr0l0 BOYIOBaHUX
3ac00iB onepalilfHuX CHUCTEM, allapaTHOTO Ta NMPOrpaMHOro 3abesnedeHHs. [Ipy 1[bOMYy BKJIMBUM € 3a0€3I1€Y€HHS HaJIeXKHOTO
(yHKIIOHYBaHHSI CUCTEMH 3aXMCTy iHpopMalil MJSIXOM PEeryyspHOro aHajidy NpUMilleHb CTPYKTypHUX migpo3zinis JCHC
YKpaiHu, y SIKUX PO3TallOBYIOTbCA iHPOpMaLiliHI pecypcu KOJIEKTUBHOTO KOPHUCTYyBaHHs. MeToro Liei po6oTu € 3'aCyBaHHS
TEOPETUYHUX OCOOJMBOCTENl Ta PO3POOJIEHHS CcydacHUX e(EeKTUBHUX MeTOHiB 1 Mogjesell 3axucty iHdopmaliiiHo-
KOMYHIKallilHUX CUCTeM i Mepex Yy CTpyKTypHux migposginax JCHC Vkpainu. O6'€eKTOM [IOCTII)KEHHsI € KOHQimeHIiMHiCTh
indpopmauii Ta 3axuueHicTb iHPOpPMalLiIHO-KOMYHIKAaliliHI cUCTeMM i MepeX, HasBHUX y CTPYKTypHUX migposginax ICHC
Ykpainu. IlpegmeToMm mociimkeHHS € MeTonu i Mopesi 3axucTy iH(OpMalifHO-KOMYHIKAI[IMHUX cucTeM i Mepex. Meromu
JOCJIIPKEHHS. B po6OTi BUKOPUCTAaHO METOJAMKY BU3HAYEHHS JKEpes 3arpo3 6esmneri iHpopmalillHO-KOMYHIKaIiHUX CUCTEM,
MeTOMKY (pOpMYBaHHS MOl 3arpo3 Ta MOPYUIHMKA i METOAMKY peanisauii nmosituky 6e3nexku nignpruemcrsa. Kio4dosi ciosa:

iHdpopManitHO-KOMYHIKaIii1Hi CUCTEMU i MEPEe>Xi, METOIY 3aXUCTY, KOMIJIEKCHA CUCTEMA 3aXUCTy iHdopmariii.
Pedepar (aHra)

The report on the research work: 57 p., 10 fig., 10 tab., 3 sections. Modern pace of development of information technologies
require the employees of structural units DSNS Ukraine high level of protection of confidential information. Collective use of
information resources requires appropriate protection drives and directories, folders and files, as well as all local and global
networks from unauthorized interference Information intruders, viruses and dangerous programs. The most important task at
this level is the physical protection of the information resource. If on this website are stored sensitive data, it should be
protected by using built-in operating systems, hardware and software. It is important to ensure proper functioning of the
information security space through regular analysis of structural units DSNS Ukraine, in which information resources are shared
use. The aim is to clarify the theoretical characteristics and the development of modern efficient methods and models for the
protection of information and communication systems and networks in the structural units DSNS Ukraine. Object is a privacy
and security of information and communication systems and networks, existing structural units DSNS Ukraine. The subject of
research is the methods and models of protection of information and communication systems and networks. Research methods.
The paper used method for determining the sources of threats to the security of information and communication systems,
methods of forming patterns of threats and the offender and method of implementing the security policy of the company. Key
words: information and communication systems and networks, methods of protection, a comprehensive system of data

protection.

Inpexc YIK: 004.7, 004.56.5 (043.2)

Kozu temaruunux py6puk HTI: 50.09.53



6. HaykoBo-TexHiyHa nponykuis (HTII)

HTII 1

Hassa npoaykiii (ykp): Po3po6ka meTozis i Mozeseil 3axucTy iHpopMariiiHO-KOMYHIKaLlilHUX CUCTEM i MEPEX Y CTPYKTYPHUX
nigpospinax JCHC Ykpainu

Hassa npoaykii (auru): Development of methods and models for information and communication systems and networks in
subdivisions DSNS Ukraine

OuikyBaHi pe3ysbTaTH: HOpMaTHBHO-TEXHIUYHA JOKYMEHTALlisI
Tanyss 3acrocyBanns: KBE]] K 74.60.0

Omnmuc npogykuii (ykp): 3a6e3neuntu 6e3nepebiiHy po60Ty cTpyKTypHUX mHigposninis JCHC Ykpainu, TO6TO 3BeCTH 40 MiHIMyMy
HaHeCeHi 30MTKY BiJ] MOTEHIIITHNX JKepeJ 3arpo3 sIK KoHdiaeHninHii indopmarnii, Tak i iHmum iHpopmariiiHuM pecypcam
MIJTISIXOM IXHBOTO Tepei6ayeHHs, BUMlEPEIPKEHHS Y1 3ano6iranHs. YrpasaiHHs iHpopmMallifiHO0 6€311eK0I0 1a€ 3MOry KOJIEKTHBHO
BMKOPHMCTOBYBAaTH Oylb-sIKy KOHQineHUiHy iHdopMalliio Ta BinnosigHi iHpopmauiiiHi pecypcu, 3a6€3Me4yoyn [py LIbOMY ixX

€(pEeKTUBHUI 3aXUCT Bifl HECAHKL[iOHOBAHOTO OCTYIY 3/I0BMUCHHUKIB.
ConianbHO-eKOHOMiIYHa cipsimoBaHicTs HTII:

Cragisa 3aBepmenocri HTII: 3git o HIJKP

Bnposazykennsa HTII: He BipoBamkeHO

Crpoku BrpoBaaykeHHs: 06.15 o 04.16

Bupo6Huk npoaykuii: JITYBEXK]]

CnoskuBaui npogykuii: JCHC Ykpainu, HayKoBi yCTaHOBU Ta BUILi HaBYaJIbHi 3aKIagu
IepcnekTuBHI pUHKH: YKpaiHa Ta iHIIi KpaiHu CBITY

IIpaBa iHTeIeKTyasIbHOI BJacHOCTI: «Hoy-xay»

dopmu Ta ymoBu nepepavi npogykiii: [Ipogak «Hoy-xay»
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