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5. HaykoBo-TexHiYHa po6oTa

Hasga po6oTH (YKp)

Po3po6ka meTopiB Ta 3aCO6iB MiABULIEHHS XUBYYOCTi iHPOpPMALiTHO-KOMYHIKaLlifHUX CUCTEM B YMOBaX BIIMBY KiG€pHETUYHHUX
aTax.

Ha3zBa po6oTH (aHTJI)

Development of methods and tools of increase of vitality of the Informative-telecommunications systems in the conditions of
influence of cybernetic attacks.

Pedepar (ykp)

B pob6oTi BupillyeTbcs HayKoBa MPOOGJEMA, SIKAa IIOJISITa€ B PO3POOLI METOMIB Ta 3aXOiB MOOYHZOBU (YHKLIOHAJNBHO CTiMKOI
indpopmauitHo-KomyHiKaniiHoi cuctemu (IKC) B ymoBax BIMBY KibepHeTMuHux atak. CydacHi IKC xapakrepusyerbcs
HAJiMHICTIO, J>KMBYYICTIO, BiJJMOBOCTIMKICTIO, 4Ki He€ B TIOBHi Mipi ONMCYIOTb CUCTEMY B YMOBax pPYyHHYyBaHb, BiIIMOB i
KibepHeTHYHUX 3arpo3. I[TobymoBa ¢yHKUioHambHO cTiliKoi IKC 103Bojisie perynoBaTi HEMITaTHI CTaHM CUCTEMHU, IO BUKJIMKAHI
BiZIMOBaMH, SIK JOMYCTUMI, i 1151 HUX POpPMYyBaTU aleKBaTHE YIPABJIiHHS, IO CIIPSIMOBaHE Ha MapypyBaHHS HACJiIKiB BiIMOB i
MNiATPMMKY BUKOHAHHS 3afaHUX (yHKLiA cucTteMu. 3a paxyHOK 1bOro, (PyHKIiOHAJbHO CTilike YyNpaBiiHHS 3abe3nevye
Nepepo3NofiN PECypciB CUCTEMHU [Jisl [OCSATHEHHSI TOJIOBHOI MeTH, HaBiTb B yMOBax BiMoB. [IpoBefeHO aHali3 06JacTi
¢dynkuionanbHoi crifikocti IKC. OGIpPyHTOBAaHO OCHOBHI NPUHUMIIM PO3POOKU KOHILENIii nNo6ynoBu PpyHKIioHaNbHO cTiitkoi IKC.
YIOCKOHA/JIEHO MeTOJ, BUsIBIE€HHsI Kibep3arpo3 B IKC, sKuil I'DYHTyeTbCS Ha PEKYPCUBHUX aJTOPUTMAax PO3IMOLiNE€HOTOo
MEPEXEBOro CaMOHaBYaHHS Ta BUOOPY KOHTP3aXO[IiB y 3aJIeXKHOCTI Bifl BUzly 3arpo3u. HaykoBa HOBM3HA YOCKOHAJIEHOTO METOY
M0JIIra€ y MOXJIMBOCT]I BU3HAYATH BapiaHTU pillleHb PO HEOOXiTHUI BUJ, Ta piBeHb 3axXUCTy Ha OCHOBI iH(opMallii pisHOPigHUX
JKepesl B yMOBax JOWHaMiuHoi 3MmiHm uine#t ynpasiinHsg IKC y peaspHOMy 4aci. 3amnpoIOHOBaHO METOJAMKY 3abe3ledyeHHs
¢dynxkuionanbHoi crifikocTi IKC, sika 6a3yeThCsl HA METOAAX ONEPATUBHOrO ynpasiiHHs i jo3Bosise IKC BukoHnyBaty cBoi PpyHKIii B
yMoBax jperpapanii, mo 3a6esnedye xuBydicTh IKC 3a paxyHOK OOYMCIIIOBAaJIbHMX Ta KaHAJIbHUX pecypciB. [laHa MeTonanka
3abesneuye 6e3BiniMoBHY po6oTy IKC B ymoBax mHoripiieHHst napameTpiB (QyHKLiOHyBaHHS. IlepCIIEeKTMBHMMU HaNpSIMKaMu
MOJAJIBIINX AOCIiIKEHb MOXXE OyTH MMPOKE KOJIO MUTAaHb PO3POOKU METOZiB (YHKIIOHANBHOI CTIHKOCTI, IO I'PYHTYIOTHCSI HA
[O€HaHHI MeTOXiB i minxoniB Teopii HamiHOCTI, onTuMmizauii Ta npuitHATT piwens. IKC, JKUBYUICTD, METO/[, AJITOPUTM,
OYHKIIOHAJIBHA CTIVKICTb, TEXHOJIOTIS, CAMOOPTAHI3ALLIS, BE3TIEKA, KIBEPHETMYHA ATAKA

Pedepar (aHrI)

The scientific task is to develop methods and measures for building a functionally stable information and communication system
(ICS) in a cyber-attack. Modern ICS are characterized by reliability, survivability, fault tolerance, which do not fully describe the
system in terms of destruction, failure and cyber threats. The construction of functionally stable ICS regulates the abnormal
state of the system caused by failures as acceptable, and to form adequate control for them, aimed at counteracting the
consequences of failures and supporting the performance of the specified system functions. This functional management
provides redistribution of system resources to achieve the main goal even in the event of a failure. Having analyzed the area of
functional stability of ICS. The basic principles of developing the concept of functionally stable ICS are obtained. A method for
detecting cyber threats in ICS, based on recursive self-learning algorithms for a distributed network and the choice of
countermeasures depending on the type of threat. The scientific novelty of the improved method is the ability to determine
solutions to the necessary type and level of protection based on information from heterogeneous sources in the context of
dynamic changes in the objectives of ICS control in real time. A technique is proposed for ensuring the functional stability of ICS,
based on operational management methods and allowing ICS to perform its functions in conditions of degradation, which
ensures the vitality of ICS due to computing and channel resources. This technique ensures the smooth operation of ICS in
conditions of deterioration of operating parameters. A promising area for further research may be a wide range of functional
stability methods based on a combination of methods and approaches of the theory of reliability and optimization. ICS,
SURVIVAL, METHOD, ALGORITHM, FUNCTIONAL STABILITY, TECHNOLOGY, SELF-ORGANIZATION, SECURITY, CYBER
ATTACK
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