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5. HaykoBo-TexHi4Ha poooTa

HasBa po6oTH (YKp)

Mopeni Ta MeTtomu O6poOKM iHPOpMaliiHMX NPOLECiB y CKIAJHUX MepeXax [js MiABUINEHHS SIKOCTi HaflaHHS IOCJyT Ta

indpopmauiitHoi 6e3nexu
HasBa po6oTH (aHrJ1)

Models and methods of processing information processes in complex networks to improve the quality of service and

information security

Pedepar (yxp)

OG6’exT pocmimxkeHHs: 06pobOKa iHpopMaliiHUX NPOLECIB y CKIaJHUX Mepexax. MeTa HOCIifKeHHs: po3pobKa mojeseil Ta
METO/MiB 00poOKM iHpOpMaliffHUX MPOLECiB y CKIAJHUX MepeKaX, MPEeJCTaBJIeHUX KOMITIOTEPHUMHM, COLjaIbHUMU Ta
pPEKOMEHIALINHUMY MepeXkamy, IJIs MiIBUIEHHS SKOCTi HaJaHHS MOCJYr Ta piBHS iHQopMaliiiHoi 6e3nexku y HUX. Haykosi
pe3yspTaTy: Briepuie po3po6sieHO METO[ MPOTrPaMHOro iMiTaliifHOrO MOZEsIOBaHHS CKJIQHUX MEpeX, SIKUI Biipi3HSeETbCS Bif,
BioMUX reHepaltii€io ribpunHoro rpady mepexi 3 pisHux miarpadis Ta MOZETIOBAaHHSIM IIOBEIiHKY KPiM 3BUYaliHUX KOPUCTYBadiB
TaKoOX 0OTiB Ta iH(pOpMaLiHUX aTak, WO [O03BOJIMJIO TECTYBATU SIKICTb METOAIB POOOTH KOMITIOTEPHUX MEpEeX Ta iX [OmaTKiB.
Brniepuie po3po6ieHO MaTeMaTU4YHYy MOJeJIb BUSIBJIEHHSI aHOMAJIbHUX 3B'3KiB MDK KOMIIOHEHTaMU KOMITIOTEPHOI CHCTEMHU Ha
OCHOBi MOJIOXKEHb Teopili JUHAMIYHOTO XaoCy, SIKa Ha BigMiHy BiJ iHIIMX BMKOPUCTOBYE T€OMETPUYHMI MiIXif, Oe aHoMaiii
BUSBJISIIOTHCSI Ye€pe3 3MiHY B3a€MHOI OPTOTOHAJIBHOCTI MXK KOMIIOHEHTaMH, 1O O3BOJIMJIO 3MEHIINTH Yac BUSBJIEHHS aHOMAJiN
6e3 3MEHIIEeHHS TOYHOCTI. Briepie po3po61eHo MaTeEMaTHYHY MOJIEJIb OLIiHKM CTaHy KOMITIOTEPHOI CUCTEMHU B IIOTOYHUI MOMEHT
yacy Ha OCHOBI II0JIO>KE€Hb TeOopil JUHAMIYHOTO Xaocy, 0 Ha BiAMiHY Bif icCHyI0uMx Mopjeseil 103BoJIse Bito6paskaTi YacoBi 3MiHU
B32€MO3B'SI3KiB MDK Ppi3HMMM KOMIIOHEHTaMHM CHUCTeMU. Briepime po3poGieHO MeTop, BHU3HAYEHHS [IUHAMIiKu HMOBipHOCTEN
nepebyBaHHS iHPOPMalLiiHO-PEKOMEHAALIHOI CUCTEMU B CBOIX MOXJIMBUX CTaHaX 3 BUKOPUCTAHHSIM MAaTE€MaTUYHOTO anaparty
MapKiBCbKMX Ta HaMiBMapKiBCbKUX NPOLECIB, MO N0O3BOJWJIO 3IAiHCHUTA ONTHUMI3aliil0 3araJjbHUX BUTPAT HAa OOCJIYyTOBYBAaHHS
CHCTEMHU B yMOBAX BHYTPIIIHIX Ta 30BHIIIHIX JecTabinisyrounx (Hakropis. Briepiie po3pobieHO METO], BUSIBJIEHHS iHQOPMaLiiHUX
aTak Ha iHdopMalilHO-pEeKOMEHallifiHy CUCTEMY Ha OCHOBi aHai3y TpPEHiB PENUTHUHIIB OO'€KTiB, 1O NO3BOJIUJIO 3HUBUTU
KiJIBKICTP BUTpPAT HA MOHITOPMHI 06e3leKku cucTeMu. Brepiie po3po6seHO METOH BUSIBJIEHHS O60T-Mepex y iH(opmaliitHo-

peKoMeHJalliIH1X cUCTeMax Ha OCHOBI rpadoBoi KiacTepu3saliii, 110 J03BOJINIIO 3HEMKOIKYBATH iHpOpMalliliHi aTaku.
Pedepar (aHrI)

Object of the research: processing of information processes in complex networks. Purpose of the research: development of
models and methods for processing information processes in complex networks, represented by computer, social, and
recommendation networks, aimed at improving service quality and information security within them. Scientific results: For the
first time, a method of simulation modeling of complex networks has been developed, which, unlike existing approaches,
generates a hybrid network graph from multiple subgraphs and simulates the behavior not only of regular users, but also of bots
and information attacks. This enabled effective testing of computer network methods. For the first time, a mathematical model
for detecting anomalous connections in computer systems was developed using dynamic chaos theory, which, unlike existing
ones, employs a geometric approach based on changes in mutual orthogonality between components, reducing anomaly
detection time without losing accuracy. For the first time, a mathematical model for assessing the current state of a computer



system was developed using dynamic chaos theory, which, unlike existing ones, allows representation of temporal changes in
component interconnections. For the first time, a method was proposed for determining the probability dynamics of states of
information-recommendation system using Markov and semi-Markov processes for optimizing system maintenance costs under
internal and external destabilizing factors. For the first time, a method for detecting information attacks in recommendation
systems was developed through analysis of object rating trends, reducing security monitoring costs. For the first time, a method
for detecting botnets in recommendation systems was developed using graph clustering, enabling neutralization of information
attacks.
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6. HaykoBo-TexHiyHa npoaykuis (HTII)

HTII 1

Hassa npoaykii (yKp): Mogei Ta MeTonu 06po6Kku iHpopMaliiiHUX MPOLECiB y CKIAIHUX Mepeskax JJis MiBULEeHHS SIKOCTi

HaJlaHHSI [TOCJIYT Ta iHpOpMaLiiiHOi 6e3neKn

Hassa npoaykuii (aurJi): Models and methods of processing information processes in complex networks to improve the quality

of service and information security
OuikyBaHi pe3yybTaTi: MeTonu, Teopii
T'amyss 3acTocyBaHHS: [HOpPMaLiliHiI TEXHOOTII

Onuc npozykuii (ykp): MeTos, mporpamMHoOro iMiTaniilHOro MO/IeII0BaHHS CKJIaJHUX MEPEX /ISl TECTYBAHHS SIKOCTi po6OTH iX
IIPOrPaMHOTO 3a6e3eYeHHs; MaTeEMAaTHYHA MOJEJIb BUSIBJIEHHS] aHOMAaJIbHUX 3B'SI3KiB MK KOMIIOHEHTaMHU KOMITIOTE€PHOI
CHCTEMH; MaTeMaTU4IHa MOJIEJIb OL[{HKY CTabiIbHOCTI Ta 6€3MeKM KOMITIOTEPHOI CUCTEMHU B peaJIbHOMY 4aci; METO/I BUBHAUEHHSI
IUHaMiKM MOBipHOCTEN nepebyBaHHs iHQOPMalifIHO-peKOMEHIAIIHOI CCTEMHU CKJIAZHOI MepesXi B CBOIX MOXJIMBUX CTaHAX
II71s1 ONITUMI3allii 3araJlbHUX BUTPAT Ha ii 06CIyroByBaHHS B yMOBaxX BHYTPIIIHIX Ta 30BHIIIHIX gecTabinizyiounx (paxkTopis; MeTog,
BUSIBJIIEHHs iHQOpMAaLIiiHUX aTak Ha iHpOopMaIiliHO-peKOMEHIAiHI CUCTeMU; METOI BUSIBJIEHHSI 60T-MepeX B iHpopMaiiiHO-

PEKOMEHALINHNAX CUCTEMAX.
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