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Bup, 3BiTHOTO JOKyMeHTa: [IpOMDIKHMIT 3BiT

2. BukoHaBeupb

Hassa oprasnisanii: CyMCbKuil 1ep>XKaBHUI YHIBEPCUTET
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4. JI>kepeJia Ta HanpsiMu piHaHCYBaHHSA

IligcTaBa o715 mpoBeAeHHs POOIT: 34 - IOroBip (3aMOBJIEHHS) 3 LIEeHTPAJIbHUM OPIraHOM BUKOHABYOI B/IaIM, aKaleMi€lo HayK

(rO;IOBHMMU PO3IIOPSIAHNKAMY OIOIPKETHUX KOIITIB HA mpoBeaeHHst HIIJIKP)
KIIKBK: 2201040

Hampsm ¢inaHcyBaHHs: 2.2 - IPUKJIAJHI JOCIiIXKEHHS i pO3poOKU

J>kepena piHaHCYBaHHS

IkepeJio giHaHCcyBaHHS: 7713 - KOWITHU EPKOIOIKETY

dakTuunmii 06csr pinaHcyBaHHs 3a 3BiTHMH eTan: 693.297 THC. TPH.
5. HaykoBo-TexHiYHa po6oTa

Hasga po6oTH (YKp)

Data-Mining pss1 npoTupii ki6epmiaxpaiicTBam Ta Jerasyisanii KpuMiHalIbHUX JOXOZiB B yMoBax nudposizauii ¢piHaHcoBoro

CEKTOPY €EKOHOMIKM YKpaiHu

Haspa po6oTH (aHrJ1)

Data Mining for Countering Cyber Fraud and Money Laundering in the Context of Digitalization of the Financial Sector of the
Ukrainian Economy

Pedepar (ykp)

HaykoBo-TexHiuHa mpomykiis nepenbdadae GopmMyBaHHS iHPOPMALiIHOrO Ta MaTeMaTUYHOTO 3abe3nedyeHHs imeHTUikauii Ta
OLIiHIOBaHHS cnenu(iuHMX €KOHOMIUYHMX BiTHOCHH, SIKi BUHMKAIOTh y NpoLeci Kopymmisalii Ta TiHi3alii eKOHOMIKA Ha OCHOBI
BUKOPMCTAHHSI TEXHOJIOTIM Ta METOXIB iHTEJIEKTyaJIbHOTO aHaJi3y AAHUX. Y IPOLECi HOCHIIKEHHS 3aCTOCOBYBAIUCS METOIU
6i6s1ioMeTPMYHOrO aHami3y (3 BUKOPUCTaHHSM iHcTpymeHTapiiB VOSviewer v.1.6.10 Ta SciVal by Elsevier), MmeTogn eKOHOMIiKO-
MaTEMaTUYHOTO MOJEJII0OBaHHS (HEMpPOMEpeKeBe MOJENIOBAaHHS 3 BHUKOPMCTaHHSM 0araTroumapoBOro IepcentpoHy MLP-
apXxiTeKTypH, acoliaTUBHI NpaBuJa, aBTOKOPEJSLiMHUI aHasi3, nojiHoMianbHI Mofesi pO3NofiieHoro jary AJIMOHA, (QYHKILis
kopucHocti CroyHa-lipi), nporpamyBaHHs. HaykoBo-TexHiUHa NpOAYyKLis Nependadyae HACTYIHI HOBI HAyKOBi Ta NpPUKJIAAHI
pesysbTaTd: 1) po3po6aeHO HayKOBO-METONWYHMI MifXiZl IO OLiHIOBAaHHS Ta IIPOTHO3YyBaHHSI PU3UKY KibepliaxpaicTB y cdepi
(piHaHCOBUX IIOCIYTr HA OCHOBi IOOYMOBUM HEMPOMEPEXEBOI MOZEJi; 2) YAOCKOHAJIEHO HAayKOBO-METOOUYHUU MiAxin mo
OLIiHIOBaHHSI €(PEKTUBHOCTI NPOTUIii BUKOPUCTAHHS TOCIYT Ta/abo iHppacTpyKTypu (piHAHCOBUX IOCEPENHUKIB 1J1s1 Jerasisanii
KpUMiHa/NBHUX JOXOXIB Ta 3[iliICHEHHS KibepIaxpalCTB MJISIXOM BUKOpUCTaHHs PyHKLii kopucHocTi CtoyHa-Tipi; 3) po3pobieHo
HayKOBO-METOJUYHUM MifXil OO OLiHIOBaHHS BILJIMBY BOJIATMJIBHOCTI LM(POBUX aKTUBIB HA piBeHb (iHAHCOBOI CTA6INBHOCTI
KpaiHM Ha OCHOBI CHCTEMHOrO IIO€[IHAHHS aBTOKOPEJLILIMHUX (YHKUIM Ta MOJiHOMIiaJbHUX MOjeJell pO3MOJiIeHOro Jary
AnmoHa.; 4) yOOCKOHAJIEHO METOZOJIOTIYHMI 6a31C BU3HAYEHHS MiJO3PiNX Iaxparchkux (iHAHCOBUX OIEpaliil y COoLialbHUX

MepeKax 3a OMIOMOTOI0 METOiB MEPEXKEBOTO aHAJIi3y

Pedepar (aHr1)



Scientific and technical production involves the formation of information and mathematical support for the identification and
assessment of specific economic relations that arise in the process of corruption and shadowing of the economy based on the
use of technologies and methods of intellectual data analysis. In the research process, methods of bibliometric analysis were
used (using VOSviewer v.1.6.10 and SciVal by Elsevier tools), methods of economic-mathematical modeling (neural network
modeling using multilayer perceptron of MLP architecture, associative rules, autocorrelation analysis, polynomial models of
Almon's distributed lag , Stone-Geary utility function), programming. Scientific and technical products provide the following
new scientific and applied results: 1) a scientific and methodological approach to the assessment and forecasting of the risk of
cyber fraud in the field of financial services has been developed based on the construction of a neural network model; 2) the
scientific and methodological approach to evaluating the effectiveness of countering the use of services and/or infrastructure of
financial intermediaries for the legalization of criminal income and the implementation of cyber fraud by using the Stone-Geary
utility function has been improved; 3) a scientific and methodological approach to assessing the impact of the volatility of digital
assets on the level of financial stability of the country was developed based on a systematic combination of autocorrelation
functions and Almon's distributed lag polynomial models.; 4) the methodological basis for identifying suspicious fraudulent
financial transactions in social networks using methods of network analysis has been improved

Inaexc YIK: 351.72; 347.73, 004.9:004.056:343.53:[336(477)(047.31)

Kopu Temarnynux pyopuk HTI: 10.21.21
6. HaykoBo-TexHiyHa npoayKuis (HTII)

HTII 1

Hassa npoaykii (ykp): TexHosiorii Ta 3aco61 MaTEMaTUYHOTO MOJIEJIIOBAHHS Ta CUCTEMHOI'0 aHasli3y pU3uKy (piHAaHCOBUX

KibepiaxpaicTs

Hassa npoaykuii (anrui): Technologies and means of mathematical modeling and systematic risk analysis of financial cyber fraud
OuikyBaHi pe3ysbTaTi: MeTonu, Teopii, AHaniTUYHI MaTepianu

T'anyss 3acTocyBaHHS: [HIIIi BUJY IPOIIOBOrO OCEPENHULITBA

Onuc npoaykuii (yKp): Po3apo6yeHa MeToauKa OLiHIOBaHHS PU3UKY KibeplaxpailcTB y cdepi PpiHaHCOBUX MTOCIYT. Po3pobieHi
METO/INYHI peKOMeHalliil 0 OLiHIOBaHHS e(peKTUBHOCTI IPOTH/Iii BUKOPUCTaHHS IIOCHYT Ta/ab0 iHdppacTpyKTypu HiHaHCOBUX
MOCepeIHUKIB 115 Jlerasisalii KpUMiHaNIbHUX TOXO/IB, 2 TAKOX OLIiHIOBAaHHSI BILJIMBY BOJIATUJILHOCTI KDUIITOBAJIIOT HA (PiHAHCOBY

CTabiNbHICTh KpaiHU

ConianbHO-eKOHOMIYHa crpsimoBaHicTs HTII: 3a6e3nedyeHHs 3aXUCTy CIOXKMABayiB (DiHAHCOBUX MOCJIYT
Cragis 3aBepmenocri HTII: 3git o HIIKP

Bnposazykennsa HTII: BipoBazkeHO

CTpOoKH BIIPOBAZ>KEHHS!

Bupo6Huk npoaykuii: CymJy

CnoskuBayi npogyKuii: 6aHKIBCbKi Ta He6aHKIBChKi (iHaHCOBI ycTaHOBH, HarjioHanpHMit 6aHKy YKpainy, JlepskaBHUN LIEHTP

Kibepaaxucty JlepskaBHOI C1y>KOU CIIeliaibHOTO 3B's13Ky Ta 3aXUCTy iHdopmarii Ykpainu
IlepcneKTHBHI pUHKH:
IIpaBa iHTeJIeKTyasIbHOI BjacHOCTI: B VKpaiHi

dopmu Ta ymoBH nepepavi npogykiii: HapdaHHs nepcoHany
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