O6J1ikoBa kKapTka HIJIKP

Jep>kaBHuH 06s1ikoBHI HOMep: 0219U004677
Jep>kaBHuUi peecrpaniiinuii Homep: 01190002864

Bigkpura

Dara peecrpanii: 30-09-2019

1. ETaniy BUKOHAHHS

Homep eTtamy: 1

Hassa erany: [IporpaMHuil MOJy/b [ICEBJOHENETEPMIHOBAHUX KPUIITOrpadidyHUX IEPETBOPEHD [1JIsl TEXHOJIOTiN PO3MOiN€HOTO
peecTpy
IToyaTok etamy: 05-2019

3akinueHHs erany: 08-2019

Bup, 3BiTHOTO ZOKyMeHTa: OCTaTOYHUH 3BiT

2. BukoHaBeupb

HasBa oprasisanii: BIHHMIIbKUI Hal[iOHAJIbHUI TEXHIYHUI YHIBEPCUTET
Kog, € IPIIOY /IITH: 02070693

MigmopsaxoBaHicTh: MiHiCTEpCTBO OCBITU i HAyKu YKpaiHu

Appeca: 21021 m. BinHus, Bys. XMesbHUIIBKE 1oce, 95

Tenedon: (0432) 51-15-81

Tenedon: (0432) 51-15-81

E-mail: vhtu@vntu.edu.ua

Inme: vntu.edu.ua

3. Bnacuuk peayabtatiB HIJIKP (nmpoayKiiii)

Hassa oprasisanii: "lHTrepaemnsn Picopcis ['pyn" CIIA

Kog €IPTIOY /IITH: USO00000
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5. HaykoBo-TexHiYHa po6oTa

Hasga po6oTH (YKp)

[IporpamMHuMii MOZyJIb IICEBIOHEAETEPMIHOBAHUX KpUNITOrpaivHUX MEPETBOPEHD [1JIs1 TEXHOJIOTIH PO3IIOJiTIEHOTO PEECTPY

Haspa po6oTH (aHrJ1)

Software module of pseudonondeterministic cryptographic transformations implementation for distributed ledger technologies

Pedepar (yxp)

O6'eKTOM [JOCIHIIPKEHHS € MpolieC KpUNTOrpadiyHUX NEepeTBOPEHb [JIs1 TEXHOJIOTi PO3MOJiIEeHOro peectpy. Ilpenmerom
IOCJIPKEHHS. € METOOM IICEBAOHEIETEPMIHOBAaHMX KPUNTOrpadiyHMX MEPETBOPEHDb ISl TEXHOJIOTIM pPO3MOMIIEHOTO PEECTPY.
MeTol0 pmocrnigXeHb € MOKpAalleHHS 3axUCTy IaHMUX, IO 30€piraloTbCsl B PO3MOIIIEHOMY PEECTPi, MIJISIXOM CTBOPEHHS
MIPOrPaMHOro MOAyJid. BUKOHAHO aHami3 3arajbHOBIIOMUX MigXO[iB, SIKi BUKOPHUCTOBYIOTBCS TiJ, Yac 3ab€3IEeUeHHs 3aXUIIEHOr0
mpolecy 36epiraHHs [aHUX B PO3MOJiIEHOMY Ta BHUSBJIEHI iX OCHOBHI HemoJiKu. 3ampornoHOBaHO (OpPMasi30BaHUIl OMUC
KOHLEMILii Ta METOMIB MCEBJOHEAETEPMIHOBAHUX KPUNTOrpadiuHUX IEepeTBOPEHb, WIO 3a0€3MeYyBaTUMYThb BHUKOHAHHS
MIPOTOKOJIiB KOHCEHCYCY MIJIIXOM MPULIBUIIIEHHS IPOLECY MMU(PYBAaHHS 3a PAaxXyHOK 3MEHIIEHHS KiJlbKOCTi payHHiB Ta
BMKOPUCTaHHI omepalliii, gKi Hai6inbLl MPOCTO Ta WBUAKO PEali3yloThCs B Cy4yaCcHUX Mikpomnpouecopax. [Ipy 1boMy, MOKIUBICTb
CTBOPEHHS BEJMKOI KijIbKOCTi Mogudikaliiil anropuTmy mWndpyBaHHS TEOPETUYHO POOUTh HEMOXUIMBUM NONEPENHI CTaTUCTUYHI
JIOCJIIPKEHHS, sIKi € 6a30BMMU [IJIs1 HAUMOTY>KHIIIMX Cy4YaCHUX METOXiB KpUNTorpadivyHoro aHasisy, 10, B CBOIO 4epry J03BOJIslE
JOCSITTH 33/IaHUX MOKA3HUKIB CTIHKOCTi. PO3p06JIeHO NMPOTOTUI NIPOTPAMHOTr0 MOJYJISt [JIsl 3aXUCTY II€PCOHANbHUX JAHUX, SIKAN
JI03BOJIsIE 3a0€3MeYnTH 3aXUIEHICTh IePCOHANBHUX JaHUX Mifl yac ix 36epiraHHs B po3nojiiieHoMy peecTpi. PesysibraTti HayKoBO-
pociigHoi po6otu (HIP) ynpoBamKeHi B mpolec 3axUlIEeHOro 30epiraHHs MEPCOHAJIbHUX JAHUX B PO3MOiIEHOMY peecTpi
BlockSoftLab Inc. Otpumani pesynprati HIIP BifHOCSTBCS [0 ranysi kpunrorpadiyHoro zaxucty iHdopmauii i MOXyTb OyTH

BUKOPHCTaHi y iHpOpMaLifHUX CUCTEMAX, [0 BUKOPUCTOBYIOTb TEXHOJIOTIi PO3IIOAIiJIEHOTO PEECTPY.
Pedepar (aHr1)

The object of the study is the process of cryptographic overlap for technological distribution of the registry. Investigation of
methods of pseudo-deterministic cryptographic overlaps for registry distributed technologies is proposed. The technique is to
improve the various data stored in a split registry by creating a software module. Performed analysis is widely used during use,
which is used during the secure process of storing data in distributed secrecy, which makes them the main disadvantages. A
formalized description of the concept and methods of pseudo-deterministic cryptographic transformations is proposed, which
will ensure consensus protocols are implemented by accelerating the encryption process by reducing the number of rounds and
using the operations that are most easily and quickly implemented in modern microprocessors. At the same time, the possibility
of creating a large number of modifications of the encryption algorithm theoretically makes it impossible to make preliminary
statistical studies, which are the basis for the most powerful modern methods of cryptographic analysis, which in turn allows to
achieve the specified stability indicators. A prototype of a software module for the protection of personal data has been
developed, which allows to secure the personal data during its storage in a distributed registry. The results of the research work
(GDR) are implemented in the process of secure storage of personal data in the distributed registry of BlockSoftLab Inc. The
GDR results are related to the field of cryptographic information security and can be used in information systems using
distributed registry technologies. A prototype of a software module for the protection of personal data has been developed,
which allows to secure the personal data during its storage in a distributed registry. The results of the research work (GDR) are
implemented in the process of secure storage of personal data in the distributed registry of BlockSoftLab Inc. The GDR results
are related to the field of cryptographic information security and can be used in information systems using distributed registry
technologies.

Ingexc YIK: 004.7, 004.056+004.67

Kozau tremaruunux py6pux HTI: 50.37.23



6. HaykoBo-TexHiyHa nponykuis (HTII)

HTII 1

Hassa npoaykuii (ykp): [IporpamHuii MOZyJb IICEBIOHEIETEPMIHOBAaHNX KPUNITOTpadiuHUX IIEPETBOPEHbD JJIs1 TEXHOJIOTIHN

PO3IIOJIiIEHOTO PeeCTpy

Hassa npoaykii (anri): Software module of pseudonondeterministic cryptographic transformations implementation for
distributed ledger technologies

OuikyBaHi pe3ysabraTy: [1oJliNeHHs IKOCTi IPOAYyKLii
T'anmyss 3actocyBanus: 62.01 - Komn'toTepHe nnporpamyBaHHs

Onuc npozykuii (ykp): Po3po6sieHo ITporpaMHMii MOLyJIb, SIKUU 103BOJISIE 3a6€3MeYnTH 3aXUCT iHpopmaliii riz yac ii 36epiraHHs
B PO3IIOAiJIEHOMY PEECTPi, IO [1aJI0 3MOTY MiJBUIUTH piBeHb iHdopManiiHoi 6e31eKku nigicHOCTI, KoHpineHiitHOCTI Ta

ABTEHTUYHOCTI JaHUX CMapT-KOHTPaKTiB Ethereum
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Bnposazykennsa HTII: BipoBazkeHO
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CnosxkuBaui npoaykuii: BlockSoftLab Inc
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