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4. JI>kepeJia Ta HanpsiMu piHaHCYBaHHSA

IligcraBa o151 mpoBeAeHHs POOiIT: 43 - BacHA iHilliaTKUBA (KO pO60Ta BUKOHYETHCS 3 BIACHOI iHILIaTUBY 32 KOLITH BUKOHABLS

HJIIP a60 6€3KOIITOBHO)
KIIKBK:

Hampsam ¢inancyBaHHs: 2.2 - IPUKJIATHI JOCIiAXKEHHS i pO3pOOKU

J>kepesa piHaHCYBaHHS



Ikepesio dinancyBaHHs: 7704 - BlacHi KOWITH, KOIITH IiAPHUEMCTB, YCTAaHOB, OpraHisaniil, pisnyHoi 0cob6M Ha BUKOHAHHS

iHiLiaTUBHUX pOGIT

dakTuunmii o6csr pinancyBasHs 3a 3BiTHMH etan: 0.000 TuC. rpH.
5. HaykoBo-TexHi4Ha podoTa

Hasga po6oTH (YKp)

Po3po6sieHHs creraHorpadiyHIX METOiB IPUXOBYBAHHS IaHUX Y IN(PPOBUX 306PasKEHHSIX

Ha3sBa po6oTH (aHrJ1)

Development of steganographic methods of hiding data in digital images

Pedepar (ykp)

Po3po6s1eHo HOBI METOIM NPUXOBYBAHHS JAaHUX Y UU(POBUX 300paKEHHSAX AJIs MigBUILEHHS 0e3neKn iHpOopMaLiiiHOro oo6miny y
Kibep(}isMUHMX CUCTEMAX Ta MepeXax. BCcTaHOB/EHO, 17151 BUMAJKy KOMITIOTEPHOI rpadiky HalKpalle 3aCTOCOBYBATU KOJipHUI
npoctip RGB, sknit anapaTHO afanToBaHWM AJ19 HOro Bisyasisalii Ha MOHITOpax i nepeBakHa OiJbLIICTD METOMAIB OOpPOOKHU
IUQPPOBUX 300pakeHb pPO3pO6JIeHI 3 ypaxyBaHHSAM Liei KojipHOi Mopjesni. 3anponoHOBAaHO METOJ KiJIbKiICHOTO OLiHIOBAHHS
Bi3yasibHOI SIKOCTi LM(PPOBUX 300paKEHb, SIKUI I'PYHTYETbCS HA aHalli3i TiCTOrpaMy PO3NOKiNy i3 3aCTOCYBaHHSIM MOMEHTHUX
(yHKLi Ta BpaxoBye B3aKOHU 30pPOBOrO CIPUMHATTS 300pa’k€Hb JIIOAUHOK0. P0o3po6jeHO MEeTOH KilbKiCHOTO OLiHIOBaHHS
BizyasibHOI SIKOCTi LM(PPOBUX KOJBOPOBUX 300pakeHb. [lepeBaroo MeTomy € L, 10 BiH Ha BigMiHy Bif O6ifIbIIOCTi BimoMuHX
aHaJIoriB, HE BMMarae HasBHOCTI €TaJlOHHOTrO 300pakeHHs. IIpoBeneHO Bepudikallilo 3allpOIIOHOBAHOTO METOJY Ha TE€CTOBHUX
300paXXEHHSIX 3 PI3HMMHU TUIIAMU CIIOTBOPEHb, SIKi XapakTepHi AJjg creraHorpadiuHux cucrteMm. JOCIiIPKeHO IOKpalleHHs
MIPUXOBYBAHOCTI CTEraHorpam 3a JOINOMOrol MeTony Mopaudikalii KoyipHOro NnpocTOpy. 3alpONOHOBAaHO YIOCKOHAJEHHS
creraHorpaiuHOro METOMY 3 YpaxyBaHHSIM 3aKOHIB CIIPUIHSTTS KOJIbOPY 3 I1€PepO3IO/IiIOM MICIb IIPUXOBYBAHHS 33 KOJipHUMU
cknagoBuMu. IIpoBezieHO imiTalifiHe MOJEJIIOBAaHHS 3allPONIOHOBAHOTO METOZY, 4K€ IPOJEMOHCTPYBAJO IMOKpalleHi
XapaKTEPUCTUKY NIPUXOBYBAaHHS Ta 3HWKEHY MIMOBIPHICTb BUSIBJIEHHS 4epe3 BidyaJsibHYy NMEPEBIPKY. 3alIPONIOHOBAHO MiJBUILYyBATU
epeKTUBHICTb cTeraHorpadiyHOro MPUXOBYBAaHHS JAHUX 4Y€pe3 3aCTOCYBAHHS iTepaliiHMX (QYHKIIM Ta AOJaBaHHS HEBEJMKOI
YaCTKU IIYMY Ha 300pa’keHHS-CTEraHOKOHTEHHED, 3a JOIOMOIOIO SIKUX BM3HAYalOTh KOOPDAMHATU IMiKCEeJB /sl IPUXOBYBaHHSA

IaHUX.
Pedepar (aHr1)

New methods of hiding data in digital images are developed to improve the security of information exchange in cyber-physical
systems and networks. It was established that for the case of computer graphics, it is best to use the RGB color space, which is
hardware-adapted for its visualization on monitors, and the vast majority of digital image processing methods are developed
taking into account this color model. A method for quantitatively assessing the visual quality of digital images is proposed, which
is based on the analysis of the distribution histogram using moment functions and takes into account the laws of human visual
perception of images. A method for quantitatively assessing the visual quality of digital color images is developed. The advantage
of the method is that, unlike most known analogues, it does not require a reference image. The proposed method was verified on
test images with various types of distortions that are characteristic of steganographic systems. The improvement of
steganogram concealment using the color space modification method was investigated. It is proposed to improve the
steganographic method taking into account the laws of color perception with redistribution of hiding places by color
components. Simulation modeling of the proposed method was carried out, which demonstrated improved hiding
characteristics and reduced probability of detection through visual inspection. It is proposed to increase the efficiency of
steganographic data hiding by using iterative functions and adding a small fraction of noise to the steganocontainer image,
which determine the pixel coordinates for data hiding.

Inpexc YIOK: 004.7

Kozu remaruynux py6opux HTI: 50.37.23

6. HaykoBo-TexHiyHa npoaykuis (HTII)



HTII 1

Hassa npoaykii (ykp): MeTon creraHorpadiyHOro NpuxoByBaHHS IaHUX i3 3aCTOCYBaHHSM iTepaliiiHuX QYHKIiH Ta
JIojaBaHHsAM 1ymy. CreranorpadidHuil MeTO, IPUXOBYBaHHS iHpopMallii 3 BUKOpUCTaHHSIM (paKTalbHUX PO3MipHOCTEN

300pasKeHHSI.

Ha3zBa npoaykuii (anri): Steganographic data hiding method using iterative functions and adding noise. Steganographic
information hiding method using fractal dimensions of the image.

OuikyBaHi pe3yabrati: MeTonu, Teopii, [[porpamui npogyKTu
T'anyss 3acrocyBaHHs: 72.19. JlocimKeHHs i1 eKCIIEpUMEHTaJIbHI po3po6KH y cpepi iHMNUX IPUPOIHUYMX i TEXHIYHUX HAYK

Omnuc npoaykiii (Ykp): Po3po6sieHO HayKOBO-TIPAaKTH4HI 3aCaii HOBUX METO/iB IPUXOBYBAHHS JaHUX Y HUPPOBUX 300paKEHHSIX
17151 IiABULIEHHS 6e311eKu iHdopmMaLiliHOro o6MiHy y KibepdisnyHux cucrteMax Ta Mepexkax. Ha ocHOBI aHasi3y ricrorpamu
PO3M0/iny i3 3aCTOCYBaHHSIM MOMEHTHUX (PYHKIIi# Ta BpaXyBaHHi 3aKOHIB 30pPOBOTO CIIPUMHSTTS 300paKEHbD JIIOAUHOIO
PO3pO6JIEHO METOZ, KiJIbKiICHOTO OLiHIOBAaHHS Bi3yasIbHOI IKOCTi HU(POBUX 300pakeHb. JOCTiIKEHO OKPaI€HHS
MIPUXOBYBAHOCTI CTE€raHOrpam 3a JOIIOMOroio Metoay Moaudikariii kosipHoro npocropy. PozonbneHo mopudikario
creraHorpagiyHOro MeTo/ly 3 ypaxyBaHHSIM 3aKOHIB CIIPUMHSATTS KOJIbOPY 3 IEPEPO3IOAIIOM MiCIb TPUXOBYBAHHS 32 KOJTiPHUMU
cknagoBruMu. IIpoBeieHo iMiTalliiiHe MOZEIIOBaHHS 3alIPOIIOHOBAHOTO METOAY, IKE NPOJEMOHCTPYBAJIO NOKpalleHi
XapaKTEPUCTUKHY ITPUXOBYBAaHHS Ta 3HVKEHY MIMOBIPHICTb BUSBJIEHHS Y€PE3 BidyaslbHY I1€PEBiPKY. 3aIIPOIIOHOBAHO METO/
nifBUIIEeHHS ePEeKTUBHOCTI CTeraHorpaiyHoOro NpruxoByBaHH JaHUX Y€PE3 3aCTOCYBaHHS iTepallilHUX QYHKLIN Ta JoHaBaHHS
HEBEJIMKOI 4YaCTKHU IIyMY Ha 300pa’Ke€HHSI-CTEraHOKOHTEeHep. 3a IOMOMOrol0 iTepaliliHux QyHKIil BU3HAYal0Th KOOPAUHATH
nikcesiB AJ1s MPUXOBYBAaHHS JaHUX. PO3PO6JIEHO CTETOAJITOPUTM, 5 Y SIKOMY 3allpOIIOHOBAHO [1J1 BUOOPY MICIlb TPUXOBYBaHHS
CTETOIOBiIOMJIEHb 32CTOCOBYBATH (PPAKTaIbHi PO3MipHOCTI. BukopucTaHHs ppaKTalbHUX PO3MipHOCTEH y Ipoleci
MIPUXOBYBaHHS JaHUX MiiBUIIYE CTiKICTh cTeraHorpadiyHoi cucremMu 1o aTak, OCKijIbKYU BOyioBaHa iHdopMallis po3NoziiseTbes

B CKJIa[Hi PppaKTaysbHi CTPYKTypU 300pasKe€HHS, 110 YCKIIAHIOE ii BUSBIIEHHS.

ComiasbHO-eKOHOMIYHa crpsimoBaHicTs HTII: 3a6e3nedyeHHs: IPOMUCIIOBOCTI Y/ HaceJIeHHs] HOBUM BUIOM iHGopMaliitHO-

KOMYHIKALlilHUX MOCJTyT

Crapgis 3aBepmenocti HTII: 3sit no HIIJKP

Bruposagskenns HTII: He BnposamkeHo

Crpoku BrnpoBamkeHHs: 12.201911.2024

Bupo6HuK npoaykuii: HarionanpHui yHiBepcuTeT "JIbBiBChKa MOJiTEXHIKA"

CnoskuBayi npoaykuii: 3axuct iHdpopmallii, 3aXHUCT aBTOPCHKUX TPaB Ha HUQPPOBY IPOAYKIIii0
IlepcneKTHUBHI pHHKH: [HO3€MHI Ta BHYTPIIIHI PUHKHI

IIpaBa iHTeeKTyasIbHOI BJIACHOCTI: 32 JOroBOpamMu

®opmu Ta ymoBH nepegaui npogykuii: CriiieHi HIJTKP
7. Biosiorpagiunuii onuc

8. 3BiTHa JOKyMEHTaIis
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Kypasens IOpiit Iroposuy

JlicoBchkuii borman BacuiboBuy
MakcuMoBuY Makcum BitamifioBuy
Mwuuyga Jlecst 3uHoBiiBHa (1. T. H., 1011.)

Onuiko Bonogumnp PomanosBuy

KepiBHHK opraHi3samii:
Jemunos IBan BacuiboBud (1. T. H., 0IL1,.)
KepiBHHKH pOGOTH:

XKypasesns Irop Muxaitnosud (g. T. H., IOLL.)

KepiBHHK Bigziny peecTpanii HayKoBoi AisabpHOCTI
YxpIHTEI

Opyenko T.A.



