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HasBa po6oTHu (YKp)

Po3pobka MeToi0J10rii OLiHKY PiBHS QYHKLINHOI 6€3I1eK1 KOMIT'IOTEPHUX MEPEeX

Ha3sBa po6oTH (aHrJI)

Develop a methodology for assessing the level of functional safety of computer networks

Pedepar (yxp)

O6'exT pociimkeHHs - (QYHKILIOHYBaHHS iHpopMaliiiHOi cUCTeMM B yMOBaxX aTak HeJerajJbHUX KOPUCTYBauiB K Yy BapiaHTi
OJIHOKAHAJIbHOTO, TaK i N-KaHaJIbHOTO MiaJIory B JIOKAJIbHOMY i I7106apHOMY iHGOPMaLifHUX CEpeloBUIlaX. MeTol HayKoBO-
JociigHoi po6oTH € 3a6e3neyeHHs CTIKOro npouecy QyHKIiOHyBaHHS KOMIT'IOTEPHUX CUCTEM Ta MEPEX B YMOBAX aTaK LIJIIXOM
MIPOTHO3YBAHHS CUTYallill, sIKi CKIaal0ThCsl B MIPOLIECi HeJleraJbHUX BTOPTHEHb B iH(dOpMaliliHe Ioje y 4aci, Ta BifIIOBiZHOTO
KOPUTYBaHHSI NIapaMeTpiB cUCTeMU. MeToaM IOCTiIKEHHS: METOAM Teopii iMOBIpHOCTEN, Teopii HAHiHOCTI i MAaTEMaTUYHOTO
MOJEJIIOBAaHHS, CUCTEMHOTO aHaJji3y, Teopii aJropuTmiB Ta Teopii NpUKIANHOrO MpOrpaMyBaHHS. EKcreprMeHTasbHI METOAU
6a3yBajlCh Ha Cy4yaCHMX METOJax IpOrpaMyBaHHS, NPOEKTYBaHHS i MaKeTyBaHHS. Y XOMi BUKOHAaHHS POGOTH: MOOYHOBaHO
nudepeHniazbHy MapKiBCbKy Mozesnb mpouecy (yHKIioHyBaHHS iHpopmaniitHoi cucremu (IC) B yMOBax arak HeJEraJbHUX
KOPUCTYBaviB y BapiaHTi OJHOKAHAJILHOTO [iajlory; BU3HAYEHI PiBHAIHHS iMOBIpHICHMX (YHKIiM CTaHIB NpoLecy (CTaHiB CUCTEMU
3axucty iHdopmauinHoi cucremn (C3IC)) y vaci i Ha MHOXMHI IMX QYHKIi}, BAJIEHO OCHOBHMM TOKAa3HUK €(QEKTUBHOCTI
3IiICHIOBAHOTO 3axXMUCTy iHQopMallii; MpoBeleHO BCcebiyHEe NOCIiIKEHHS OTPUMAaHMX iMOBIpHICHMX (QYHKIN CTaHiB CHUCTEMU
3axXUCTy iHpoOpMalifiHOi cucTeMU y 4Yaci; po3po6sIeHO METOJ, 3aCTOCYBaHHSI OCHOBHOTO TIOKa3HMKA HANitHOCTI 3aXUCTY B YMOBax
HEBM3HAYEHOCTI 33 MapaMETPOM; y3arajbHEHO OTPMMaHi pe3ynbTaTi Ha Bunagok C3IC n-KaHaJIbHOTO [1iaJlorOBOTO CIIiIKYBaHHS 3
HeJIeTalbHUMHU KOPUCTyBadamu; Ppo3pobsieHa Mojenb (¢yHKIioHyBaHHS HecranjoHapHoi C3IC, HeopmHOpiZHOI 3a 4Yacowm;
MIPaKTUYHO NEPEBIPEHO TEOpPEeTHYHi pe3ynbTaTu. Pesynbratu HIIP: ogepskaHO METOAMKY OLHKU PiBHS (PYHKLIOHAJIBHOI O6€3MeKn
indpopmauiitHOi cucteMu; po3pobisieHe i BIPOBAIPKEHE aJIrOPUTMiuHE Ta MporpamHe 3a0e3leYeHHs IPOTHO3YBAaHHS CHUTYallii
"TEMIT". OTpuMaHi pe3ysbTaTH MOXYTb 3aCTOCOBYBAaTMCh Ha MiONPUEMCTBAX i B YCTaHOBAX, 4K [iSJIbHICTH IIOB'd3aHa 3

BUKOPUCTaHHSAM Cy4aCHUX iHPOPMaLIITHUX CUCTEM.
Pedepar (aHrI)

The object of study - the functioning of the information system under attack illegal users as a single-channel version, and an n-
channel dialogue in the local and global information environments. The purpose of research is to provide a sustainable process
of computer systems and networks in attacks by anticipating situations that develop in the course of illegal intrusion into the
information field in time, and to adjust the parameters of the system. Methods of research: methods of probability theory,
reliability theory and mathematical modeling, system analysis, theory of algorithms and application programming. Experimental
studies based on modern methods of programming, design and prototyping. In the course of the work: built differential Markov
process model of information system (IS) in terms of attacks illegal users in a single-channel version of the dialogue; defined by
the equation of probability functions of the states of the process (state protection information system (SPIS)) in time and on a
set of these functions, and the main indicator of the effectiveness of the protection of information; conducted a comprehensive
study of the obtained probability functions of the states of the system of protection of information systems in time; developed a
method of applying the main indicator of the reliability of protection in the face of uncertainty in the parameter; summarizes the
results obtained in case SPIS n-channel dialogue communication with the illegal users; developed a model of the transient SPIS;
practically verified the theoretical results. The results of research: received method of estimating the level of functional
information system security; designed and implemented algorithms and software prediction of the functioning of the IC process
for illegal incursions into its information field in time. The study was conducted in the open joint-stock company "TEMP." The



results can be used by enterprises and institutions whose activities are connected with the use of modern information systems.
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