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5. HaykoBo-TexHi4Ha poooTa

HasBa po6oTHu (YKp)

MeTo1Ka MOHITOPUHTY CTaHy KibepOe3rneKku B CUCTeMI yIIpaBiHHA AepsKaBHUX iH(POpMalLiiiHUX pecypciB

Ha3sBa po6oTH (aHrJI)

Methodology for monitoring cyber security in the system of management of state information resources

Pedepar (yxp)

METOJVKA MOHITOPUHIY CTAHY KIBEPBE3IEKW B CUCTEMI YITPABJITHHS JIEPYKABHUX THOOPMAIIMHUX PECYPCIB
OO6’ekT mociifxeHHs — Ipolec 3abe3rneyeHHs] KibepHETUYHOi 6e3leKu B CUCTeMax YIIPaBiliHHS [epKaBHUX iHpopmaliliHuX
pecypcis. [IpegMeT NOCHiIPKeHHS — METOZMKA ITPOBEIEHHST MOHITOPUHTY CTaHy KibepOesneKkyu B CUCTEMI YIIPaBIliHHS Jep>KaBHUX
indpopmauiiiHux pecypciB. Meta po6OTH — HifBUINEHHS e€(pEeKTUBHOCTI yIpaBJIiHHS CTAHOM 3axuieHocTi JIP mpu 3pilicHeHHI
KibepBIIMBiB Ha iHOpMaLiliHi CICTEMM Ha OCHOBI METOAVKHN MOHITOPUHTY CTaHy Kib€pHETHYHOI 6e3MeKN B CUCTEMI YIIPaBIIiHHS
Jlep>)KaBHUX iH(MOPMAaLifHUX pecypciB [ MOKPalleHHS CTaHy (YHKIiOHYBaHHS CHCTEMU YIIPABIiHHS Ta BIPOBAIPKEHHS B
OCBITHI mpouec. MeTogyu AOCIIIPKEHHS: aHalli3, y3arajbHEHHS, NMapaMeTpuyHa imeHTU(iKalig, MakcuMizalis KBaJpaTU4YHOI
¢opmu, guHamMivHE mporpaMyBaHHS Ta OMOPHi BeKTopu. Ilif 4ac BUKOHAHHS POOGOTH BUKOPHCTOBYBAaBCS MATeMAaTUYHWM aHaJi3
BXiJHUX IaHMX, OLiHKa piBHIB 3arpo3, Makcumizalii KBagpaTW4Hoi (opMu, ONOPHI BEKTOpU Ta AMHAMIYHE IPOrpaMyBaHHS.
OTpuMaHi B HayKOBO-JOCIiIHIN POOOTI PE3yIbTAT MOXKYTh OyTH BUKOPHUCTAHI B OCBITHbOMY ITPOLIEC] clienianbHOoi Kadenpu N2 1
IKC33I KIII im. Iropst CikopchbKOro Ipy NPOBEJEHHI JEKIiMHNX Ta NIPAKTUYHMX 3aHATh 3 HaBUAJIbHUX AUcIMILIiH: “KibepHeTnyHa
Gesneka’ piBeHb BUIIOI OCBiTM cTymneHs “6akanaBp”; “TexHosorii opranisanii Ta 3axucTy JepskaBHUX iHdopMaliiiHuX pecypcis”

piBeHb BUIOi OCBIiTH CTyneHs “MaricTp”) Ta omy6J1ikoBaHi y HAYKOBUX IIpaLsiX.
Pedepar (aHrI)

METHODOLOGY FOR MONITORING THE STATE OF CYBER SECURITY IN THE STATE INFORMATION RESOURCES
MANAGEMENT SYSTEM The object of research is the process of ensuring cyber security in state information resource
management systems. The subject of the study is the method of monitoring the state of cyber security in the state information
resources management system. The purpose of the work is to increase the effectiveness of the state of security management of
DIR in the implementation of cyber influences on information systems based on the methodology of monitoring the state of
cyber security in the management system of state information resources to improve the functioning of the management system
and implementation in the educational process. Research methods: analysis, generalization, parametric identification,
maximization of the quadratic form, dynamic programming and support vectors. Mathematical analysis of input data,
assessment of threat levels, maximization of quadratic form, support vectors and dynamic programming were used during the
work. The results obtained in the research work can be used in the educational process of the special department No. 1 of the
IKSZZI of the KPI named after Thor Sikorskyi during lectures and practical classes on the academic disciplines: "Cybernetic
security" level of higher education "bachelor" degree; "Technologies of organization and protection of state information
resources" level of higher education "master's degree") and published in scientific papers.
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THOOPMALIMHMX PECYPCIB

HaszBa npoayxkii (aurs): METHODOLOGY FOR MONITORING THE STATE OF CYBER SECURITY IN THE STATE INFORMATION
RESOURCES MANAGEMENT SYSTEM

OuikyBaHi pe3ybTaTh: MeTON4HI JOKyMEHTH
T'anyss 3acrocyBaHHs: KibepOesneka, gepsxaBHi iHbpopmauiiiHi pecypcu

Omnuc npoaykiii (ykp): MeTolo € po3po6ka METOJIMKY MOHITOPUHTY CTaHy Kibep6esneku B CUCTeMi yIIpaBiliHHS Jep>KaBHUX
iHpopMaLifiHMX pecypCiB Ha OCHOBI B3a€MOINOBS3aHUX CIIOCOOIB [J15 MOKPAILIEHHS CTaHy (PYHKI[iOHYBaHHS CUCTEMU YIIPABJIiHHS

Ta BIIPOBA/I)KEHHS B OCBITHI IIponec.
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Bupo6Huk npoaykuii: IC331 KIII im. Irops Cikopcskoro

Cno>kuBayi NpoyKuii:

IlepcrneKTHBHI pUHKH:

IIpaBa iHTeJIEKTyasIbHOI BJIACHOCTI: Pe3yJIbTaTy OYAyTh BIPOBaXKIEHHi B 0cBiTHi mpouec IC331 KIII im. Iropst CikopcbKoro

dopmu Ta yMoBH nepeaayvi npoAayKuii: pe3ybTaTy 6YAyTh BIPOBaXjeHHi B ocBiTHiM mpouec IC331 KIII im. Irops Cikopchkoro
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