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5. HaykoBo-TexHiYHa po6oTa

Hasga po6oTH (YKp)

Po3po6ka anroputmis po3Bingku Kibep3arpos Ha 6a3i miaaTGopmu 3 BiTKPUTUM KOTOM

Haspa po6oTH (aHrJ1)

Development of cyber threat intelligence algorithms based on an open source platform

Pedepar (yxp)

O6’eKT moCiIKeHHs — IIpoLiecy 360py, aHasIi3y Ta OOMiHy JaHMMU IIpo Kibep3arpo3u. Meta po6oTu - miBUIeHHS e(eKTUBHOCTI
anropuTMiB 06MiHy iH(pOpMalieo Tpo Kibepaarpo3u. MeToau SOCIIIKEHHSI — METOAU PO3BiIKU Kibep3arpos, MeToM MOINPEHHS
indopmauii Ipo 3arpo3u, METOAM MPOEKTYBAHHS. Y3araJbHEHUH HayKOBUI PE3yIbTaT POOOTH IOJISITa€ B TOMY, 10 HA OCHOBi 6a3u
3HaHb IIPO TaKTUKY Ta npuiiomu npotuBHuKa MITRE ATT&CK po3po6sieHOro anroputMu 06MiHy PO 3arpo3y 3 BUKOPUCTAHHSM.
[Inatpopmn 3 Bigkputum Kojgom MISP. HaykoBa HOBM3HA IPOBEJEHOTO MAOCTIIKEHHS! MOJIAra€ y BHUIJIEHHI KIIIOYOBUX
KOMITOHEHTIB OIepaTUBHOTO aHailidy 3arpo3 Ta Po3pobieHuil anroputm obMiHy iHpopmallieo mpo 3arposu 6yfe BUKOPUCTAHO
IIpY BIPOBAIKEHHI cucteMu o6MiHy iHQopMalieo Ha 6a3i muardopmu 3 BiIKPUTUM KOZOM. ITPOrHO3HI MPUINYLIEHHS IIOA0
PO3BUTKY OO'€KTa [IOCHIIPKEHHSI — PO3pPOOJEHHS! aJfOPUTMiB OOMiHYy JaHMMU NPO Ki6ep3arpo3u 3 BUKOPUCTAHHSIM TEXHOJIOTii

6JIOKYENH.
Pedepar (aHrI)

The object of the research is the processes of collection, analysis and exchange of data on cyber threats. The purpose of the
work is to improve the efficiency of algorithms for exchanging information about cyber threats. Research methods - cyber
threat intelligence methods, threat information dissemination methods, design methods. The generalized scientific result of the
work is that on the basis of the knowledge base about the tactics and techniques of the MITER ATT&CK enemy, algorithms for
the exchange of threats with use have been developed. MISP Open Source Platforms. The scientific novelty of the conducted
research consists in the selection of key components of operational analysis of threats and The developed algorithm for
exchanging information about threats will be used in the implementation of an information exchange system based on an open
source platform. Predictive assumptions regarding the development of the research object - the development of algorithms for
exchanging data on cyber threats using blockchain technology.

Ingexc YIK: 004.4; 004.4:004.7

Kopu remarnynux pyopuk HTI: 50.39.31
6. HaykoBo-TexHiyHa npoayKkuis (HTII)

HTII 1

HasBa npoaykii (yKp): AiropuTmMu po3BifiKuy Kibepsarpo3 Ha 6a3i miaT¢opmu 3 BiIKpUTHUM KOJIOM
Hassa npoaykuii (auri): Cyber threat intelligence algorithms based on an open source platform
OuikyBaHi pe3yabTaTh: MeTOANYHI JOKyMEHTH

T'anmy3s 3acTocyBaHHs: M 72 HayKoBi JOCTiI>KEHHS Ta PO3POOKHU

Onwuc npoaykuii (yKp): Y3araspHeHU HayKOBUI pe3yJIbTaT pOOOTU MOJISATa€ B TOMY, IIO HA OCHOBi 6231 3HaHb IIPO TAaKTUKY Ta
npuiiomu npotuBHuKa MITRE ATT&CK po3po61eHOoro anropuTMu 06MiHy Ipo 3arpo3u 3 BUKOpUCTaHHM. [1naTdopmu 3
BigKpuTUM KOoloM MISP. HaykoBa HOBM3HA NPOBEJEHOTO NOCIIIIKEHHS I0JIATa€ Y BUAIEHH] KII0YOBUX KOMIIOHEHTIB
ONEPATHUBHOTO aHaJi3y 3arpo3 Ta Po3po6yieHnii anroputm obmiHy iHdopmallielo npo 3arposu 6yze BUKOPUCTAHO MTPU

BIIPOBAIKEHHI CUCTEMU 0OMiHY iH(popMalielo Ha 6a3i MIaTGOpMU 3 BiTKPUTUM KOZOM. [IpOTHO3HI IPUNYLIEHHS MOL0 PO3BUTKY



00’€KTa JOCIIiIKEHHS — PO3POOJIEHHS AJITOPUTMiB OOMiHY JAHUMHU PO Ki6ep3arpo3u 3 BUKOPUCTAHHSIM TE€XHOJIOTI OJI0KYENH.
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IIpaBa iHTe/IeKTyasIbHOI BJIACHOCTI: 3a OTOBOpaMU

dopmu Ta ymoBu nepepavi npogykuii: Criizbai HIIKP
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