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5. HaykoBo-TexHiYHa po6oTa

Hasga po6oTH (YKp)

MaTemaTuyHe MO[EJIIOBaHHS, METOnM Ta iH(OPMaliiiHO-KOMYHIKaliliHi TeXHOJOril [js1 3a6e3nedyeHHs CTiMKOCTi KPUTUYHOI
inppacTpykrypu. Poznin 1. Po3poGieHHS MaTeMaTWYHUX MOjiesiel, METOZIIB Ta TEXHOJIOTiN MiATPUMKN NPUHHSTTS pilleHb

3ab6e3rneyeHHs KibepOe3neKy Ta JIOTiCTUKY KPUTUYHUX iHPPACTPYKTYD

Ha3zBa po6oTH (aHTIJI)

Mathematical modeling, methods and information and communication technologies to ensure the stability of critical
infrastructure. Chapter 1. Development of mathematical models, methods and decision support technologies for ensuring cyber
security and logistics of critical infrastructures

Pedepar (ykp)

B pesynbraTi BUKOHaHHS HJIP 3ampomnoHOBaHO METOAM iHTEJEKTyaJbHOTO aHajlidy [AaHMX, MaTeMaTUYHi MOAEJi, METOIH,
TEOPETUKO-METO0JIOTiYHI OCHOBU MOJEJIIOBAHHS NMPU3HAUYEHi IJ1s1 MOJEJIOBaHHS Ta IPOTHO3YBAaHHS YPas3JINBOCTEN KPUTUYHOI
iHppacTpyKTypy, BHSBJIEHHS HaW6inbIIMX Ta TUIOBUX 3arpo3, 30KpeMa, Kibep3arpos, peasi3oBaHO MDKIWUCLUUIIIHAPHUN
iHCTpYMEHTapil IPOrHO3YBaHHA 4K [/ BU3HAYE€HHS MIMOBIDHOCTI HAaCTaHHS KPUTUYHOI CUTYyallii, Tak i HACJi[KiB BIIJIMBY Pi3HUX
3arpo3 Ta YMHHUKIB Ha PO3rOPTaHHS MOZiil 32 Pi3HUX ClLEHapiiB, CUCTEMHE BUKOPUCTAHHS METOJIB, 5IKi pO3BSI3yIOTb 3aBIaHHS
IIPOTHO3HOTO MOJIEJIIOBAaHHSI B pPaMKaX CJabKO CTPYKTYPOBAaHMX 3a/ad MigTPUMKU IPUNAHATTS PpilleHb B YIpPaBJiHHI
Kibep6e3neKo0 00'eKTiB KpUTUYHOI iHPPACTPYKTypU B CUTYyallii 3arpo3u abo pusuky. [js 3abesnedeHHs! Kibep3axucTy OO€eKTiB
KPUTUYHO] iHpacTpyKypy, po3pobIeHO KPUIITOCUCTEMY, 110 6a3yl0ThCsl HA HEKOMYTaTUBHUX METO/AaxX KOMITIOTEPHO] anrebpu ta
Teopii CHUMBOJBHUX OOYMCIEHb. [Ijis1 PO3B'I3aHHsS 3aad ONTHMIi3alii ymnpaBiiHHS NOTOKamMu B iepapxiyHux iHQopMaliiiHo-
KOMYHIKailHIX MepeskaxX 3 JUCKPETHHMMU MOTOKaMU PO3PO6JIEHO MaTeMaTU4Hi MoJesl, MEeTOIU i alrOPUTMU SIKi MOXKYTh OyTH
3aCTOCOBaHi i y CUCTEMAXTPaHCIIOPTHOI Ta BiliCBKOBOI JIOTICTUKM. 3alpONOHOBaHI MOJEJi, METOAM, AJITOPUTMU NPU3HAYEHi 1O
BUKOPHCTaHHS y IIPOIIOHOBAHIN iHOopMauiiiHilil TexHoJIorii, sika nepe6ayae oNnpalioBaHHS peajbHUX IPOLECIB, M0 MAOTh MicIie
y KPUTHAYHIN iHPPaCTPYKTypi KpaiHU, CTOCOBHO 3a0€3I€4YeHHsI CTIMKOCTi SKUX, PO3POOJISIOTh BiiNOBiIHE yIpaBiiHChKe pilleHHS.
OcCo06/MBICTIO TIPOTNIOHOBAHUX METOZIB € Te, IO BOHU € YHiBEepCaJIbHMMH, y IMpPOLECi pPO3POOKU MOAENeH, AOCIiIKeHHs
3MiMICHIOETBCSl Y [IEKibKa €TalliB, MOCTYIOBO 3MIHIOIYM PiBEHb JeTajisalii, iMiTyl04M MOBELiHKY CUCTEMH, BUSBIISIOUMA HOBI
mpo6sieMy PO3BUTKY Ta 30BHIMHI i BHyTpimHI (axkTopy, mo crnpuiuHsIOTh iXx. OCOOGJHMBICTIO IPOMNOHOBAHOTO IMiAXONY €
PO3LIMPEHHS] IHCTPYMEHTApPil0 MaTeéMaTUYHOIO MOJIEJIIOBAHHS Ta MMiITPMMKU IPUMHATTS PilleHb 32 PaxyHOK BUKOPHCTAHHS

aHcaMO6J1iB MojieJIell pi3sHUX TUIIiB, METO/iB iHTeJIEKTyaJIbHOTO aHali3y JaHUX Ta KOMITIOTEPHOTO MOJIEJIIOBAaHHSI.
Pedepar (aHrI)

As a result of the research, methods of intelligent data analysis, mathematical models, methods, theoretical and methodological
foundations of modeling were proposed for modeling and forecasting vulnerabilities of critical infrastructure, identifying the
largest and typical threats, in particular, cyber threats, an interdisciplinary forecasting toolkit was implemented both to
determine the probability of a critical situation and the consequences of the impact of various threats and factors on the
development of events under different scenarios, systematic use of methods that solve predictive modeling tasks within the
framework of weakly structured tasks of decision-making support in managing the cybersecurity of critical infrastructure
objects in a situation of threat or risk. To ensure cyber protection of critical infrastructure objects, a cryptosystem was
developed based on non-commutative methods of computer algebra and the theory of symbolic computation. To solve the
problems of optimizing flow management in hierarchical information and communication networks with discrete flows,
mathematical models, methods and algorithms have been developed that can be applied in transport and military logistics
systems. The proposed models, methods and algorithms are intended for use in the proposed information technology, which
involves the processing of real processes taking place in the country's critical infrastructure, in order to ensure their stability, an
appropriate management solution is developed. The peculiarity of the proposed methods is that they are universal; in the
process of developing models, the research is carried out in several stages, gradually changing the level of detail, simulating the
behavior of the system, identifying new development problems and external and internal factors that cause them. The



peculiarity of the proposed approach is the expansion of the tools of mathematical modeling and decision-making support
through the use of ensembles of m
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Kopu Temarnunux pyopuk HTI: 28.23.29, 28.29.04, 50.41.25, 50.49.02, 28.31.04, 31.01.75

6. HaykoBo-TexHiyHa npoayKkuis (HTII)

HTII 1

HaszBa npoaykuii (ykp): HayKoBO-TexHIYHUI 3BiT, METOIMKA O6POOKY NIEPBUHHUX JAHUX, HEOOXIIHUX [J711 LOCTiIPKEHHS
CTiMIKOCTi KpUTHYHOI iHPPaACTPYKTypH, 30KpEMA, CUCTEMHU iX KibepOe3rneKy; MaTeMaTHYHI MOZEJIi Ta METOIMKY IIPOTHO3YBaHHS
(dyHKIiOHYBaHHS 00'€KTIB KDUTHYHOI iHPPACTPYKTypH B yMOBaX HEBU3HAUEHOCTI Ta PU3MKY, 30KpeMa CIIPUYMHEHUX
Kibep3arpo3aMun; MaTeMaTHU4Hi MOZEJi Ta METOIM YIIPABJIiHHS TIOTOKAMHU iepapXiyHuX iHPOpMaLiTHO-KOMYHIKaLlilHUX MEPEXKax 3
IVCKPETHMMU OTOKaMH; IporpamMHo-iHdopmaliiiHi 3acobu 3axucty iHdpopmalii 06'ekTiB KpUTUIHOI iHPpacTpyKTypH, mybrikarii

HayKOBHUX CTaTE€M, HAYKOBI IOMOBifli 32 TEMOIO JOCIIiIKEHHSL.

Hassa npoaykii (aurJi): Scientific and technical report, methodology for processing primary data necessary for studying the
stability of critical infrastructure, in particular, their cybersecurity systems; mathematical models and methods for predicting
the functioning of critical infrastructure facilities under conditions of uncertainty and risk, in particular those caused by cyber
threats; mathematical models and methods for managing flows in hierarchical information and communication networks with
discrete flows; software and information tools for protecting information of critical infrastructure facilities, publications of
scientific articles, scientific reports on the topic of the study.

OuikyBaHi pe3ysbTaTi: TexHosorii
T'anyss 3acrocyBaHHS: [H)OpMalliliHi Ta KOMyHIKaliliHi TEXHOJIOTI]

Omnuc npozykuii (ykp): OCHOBHOIO HAyKOBO-TEXHIYHOIO IIPOIYKIIi€l0, OTPUMAHOIO B pe3ysbTaTi BUKOHaHHS HJIP € MaTemaTuyHi
MOfieJli, MeTOZIY, aJITOPUTMU, TPU3HAYEHI /17151 300Dy Ta IMiATOTOBKY JJAHUX, MOJI€/IIOBAaHHS (PYHKI[IOHYBaHHS 00’ €KTiB KPUTUYIHOI
iHdpacTpyKTypy B yMOBaxX HEBU3HAYEHHOCTI, pU3UKY, B TOMY YMCJIi, CHPUYMHEHUX Kibep3arpo3amu, IIPOrHo3iB 3a6e3reyeHHs
CTiKOCTi KPUTUYHOI iHPPACTPYKTYPH 32 Pi3HUX CLI€HAPiiB PO3BUTKY MOil, TPOTOTUI CUCTEMU MiATPUMKY IPUIHSATTS PillleHb 3
MiICUCTEMOIO KPUIITO3aXUCTY Bifl KibepTEPOPUCTUYHUX aTaK 06'€KTiB KPUTUYHOI iHPPaCTPYKTypH, IS sIKOi po3pobIieHi
anroputmu mudpyBaHHs iHopmaliii, mo 6a3yI0TbCs Ha HEKOMYTATUBHUX METOAAX KOMITIOTEPHOI anre6pu Ta Teopii CUMBOJIBHUX
064YHMCIIEHD 7151 BUJKOTO MU(PyBaHHS iHTEHCUBHUX MTOTOKIB iH(OpMaliii, sIKi MaloTh Miclle Y iHpopMaLiiiHO-KOMYyHiKallifHUX
Mepeskax 06'eKTiB KpUTUYHOI iHPpacTpyKTypH, JalKeCT! eJ1IeKTPOHHUX JOKYMEHTIB, IPUAATHUX 1J11 POGOTH 3 BEJIMKUMU
obcsiramu iHGopMallii, NifCUCTEMOIO YIIPABJIiHHS IOTOKAaMU PECYPCiB y iHPOpMaliliHO-KOMYHIKaLliTHUX iepapXiYHUX MepeKaXx,

HAyKOBi CTaTTi, HAYKOBI JOIOBiJli 32 TEMOIO NOCJIIKEHHS, 3BiT IIPO BUKOHAaHHS HIIP
ConjianpHO-eKOHOMIYHa cipsimoBaHicTk HTII: [TosinmeHHs CTaHy HaBKOJIAIIHBOTO C€PEJOBUIIA
Cragis 3aBepmenocri HTII: 3it o HIJIKP

BuposazykenHsa HTII: BipoBazkeHO

Crpoxku BrnpoBagykeHHs: 01.202412.2024

Bupo6uuk npoaykuii: ITTIIT HAHY

Cro>kuBavi MpoAyKuii: Jlep>kaBHe yIIpaBiliHHS, MiCIieBe CAMOBPSITyBaHHs

IlepcneKTHUBHI pUHKH: YKpaiHa

IIpaBa iHTeJIeKTyasIbHOI BjIacHOCTI: B VKpaiHi

dopmu Ta ymoBu nepepavi npogykuii: Criinbai HIIKP

7. Biosriorpagiynuii onuc

MaTemaTuyHe MOJI€JIIOBaHHS, METOAU Ta iH(OPMaliiHO-KOMYHIKAlLiliHi TeXHOoJOoril [ 3abe3ledyeHHs CTiMKOCTi KPUTUYHOI
inppacTpykrypu. Poznin 1. Po3poGyieHHsST MaTeMaTUYHUX Mojesiel, METOHiB Ta TEXHOJIOTiN MiATPUMKU NPUMHSTTS pillleHb
3abesnevyeHHs! Kibep6esneKku Ta JIOTICTUKM KpUTWYHUX iHpacTpykTyp: 3BiT npo HIP / Hayk. kep. O. M. Tpopumuyk. Kuis :
[HCTUTYT TesneKoMyHiKaliil i riaobanpHoro iHdopmaniitHoro npoctopy HAH Vkpainu, 2024. 691 c. 3sit HIP, 691 c., 82 puc., 45



TabJ1., 684 mxepena

8. 3BiTHa JOKyMeHTaNis
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9. 3aKJII0YHI BiTOMOCTI

IlepeJiik 0Ci6O-BHKOHABIIiB

Bintok ITetpo IBaHOBMY (7.T.H., Tpodecop)

Bacsnin Bonogumup OsekcanapoBud (4. T. H., C.H.C.)
KnumeHko Bikropist IropiBHa (K. T. H., CTapIIMil HAYKOBUH CIiBPOOITHYUK)
Jle6inp Onexciit I'puroposud (4. T. H., C.1.)

Jlymuk Ogia IropiBaa

[Tpocsukina->Kaposa TetsiHa IBaHiBHa (K.€.H., [1011.)
I[TycroBit Onekcangp CeprifioBud (K. T. H.)

Porosxun Osnexciii I'eorifioBuy (1.e.H., C.H.C.)

Credanumud Imutpo Bonogumuposud (I.T.H., TO11.)
TepenTbeB Osnexkcangp MuUKosaitoBuy (1. T. H., LOLEHT)
Ycrumenko Bacuns Onekcangposud (1. ¢.-M. H., Ipodecop)
Xabosa Harasnis BitasniiBHa

XopHeBud SlpociaB BacuiboBUY (K.T.H.)

KepiBHHK opraHi3samii:
Tpodumuyk Onexcanap MukosaitoBuy (I.T.H., Ipodecop, 4IeH-Kop.)
KepiBHHKH pO6GOTH:

Tpopumuyk Onexcanap MukosaitoBuy (I.T.H., Ipodecop, 4IeH-Kop.)

KepiBHHK Bigziny peecTpanii HayKoBoi AisabpHOCTI

FOpuenko T.A.
YkpIHTEI




