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2. BukoHaBeup
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Kog, €/IPTIOY /ITTH: 37896557

IligmopsaAKOBaHICTS:
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3. BnacHuk peayabtatiB HIJKP (mpoaykirii)

Hassa oprani3sanii: AnminicTpanis JlepskaBHoi ci1yKOu CIIelliaibHOTO 3B's13Ky Ta 3aXUCTy iHdopmalii YkpaiHu
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4. JI>kepeJia Ta HanpsiMu piHaHCYBaHHSA

IligcTaBa aJ1s1 IpoBeAeHHs POOIT: 34 - IOroBip (3aMOBJIEHHS) 3 LIEHTPAJIbHUM OPraHOM BUKOHABYOI BJIaIM, aKaleMi€lo HayK

(ro;IOBHMMU PO3IIOPSIAHUKAMY OIOIPKETHUX KOIITiB Ha TpoBeaeHHst HIIJIKP)
KIIKBK: 6641020

Hamnpsm ¢inancyBanus: 2.1 - pyHIaMeHTaNbHi TOCTiIKEHHS

J>kepesa piHaHCYBaHHS



IkepeJio diHaHcyBaHHS: 7713 - KOWITHU IEePKOIOIKETY

dakTuunmii o6csr pinancyBaHHs 3a 3BiTHMH eTan: 1016.912 Tuc. rpH.
5. HaykoBo-TexHiYHa po6oTa

Hasga po6oTH (YKp)

Po3po6sieHHsT METOOMYHOro 3a0e3Ne4eHHs MJIS anapaTHO-IPOrPaMHOTO KOMIUIEKCY CHUCTEM OLHKK (axoBOi MiArOTOBKU

ayzutopis iHdopmauiiiHoi 6e3nexu, 360py Ta aHasnisy iHpopmariii, orpumanoi niz yac ayauty inpopmaririHoi 6e3rnexku
Ha3sBa po6oTH (aHrJ1)

Development of methodological support for Information system for assessment skills and training level of IS auditors, collecting
and analysis results and evidences of IS Audit.

Pedepar (ykp)

HaykoBo-TexHiuHuii 3BiT: 114 c. 16 tab6s., 9 puc., 36 mxepen. AYIUT [HOOPMALIMHOI BE3IEKU, ATECTALIIS, 3BIT 3 AVIIUTY
IHOOPMALIMHOI BE3MEKU, IHOOPMALIMHA BE3IEKA, KIBEPBE3IEKA, METOIMKA ®AXOBOI OLIHKU, PEATHHI
AYIIITOPA. OOG’eKT OOCTHiIXEHHS - METOAUYHE 3a0e3leYeHHs [Jis alapaTHO-MPOrPaMHOT0 KOMIUIEKCY “CHCTEMH OLiHKU
(paxoBoi MmiAroToBKM aygUTOPiB iHPOpMalliliHOiI 6e3neKku, 300py Ta aHazlidy iH(opmMallii, OTprMaHoi Mg Yac ayguTy iHpopmaliiiHoi
6e3mneku”. MeTa po60oTH - pO3pOOJIEHHS [IPOEKTIB TEOPETUYHUX NMUTAHb Y BUIJISIAI TECTIB Ta MPAKTUYHUX 3aBIaHb [Jis1 BUBHAYEHHS
piBHS 3HaHb aygUTOpIB iH(QOpMaLiiHOI 6e3neKku [Jsl iX JONYCKy OO MPOBEIEHHs ayAuTy iH(OpMaliiiHOI 6e3leku Ha 00'eKTax
aynuTy; po3pobiieHHst “MeTonuKy ouiHKM KBasidikauii ayautopis iHpopMaliiiHOi 6e3neku”; NpoeKkTy “MeToIUKU NPOBeHEeHHS
aynuty iHpopmatiiiHoi 6e3nekn” (3 NependayeHo0 TUIIOBOI (OPMOIO 3BiTY), pO3POOJIEHHS MPOEKTy “MeToauku (GOpMyBaHHS
PENUTUHTY ayauTopiB iHQopmaliiiHoi 6e3nexku”; po3pobyeHHs MPOeKTy “TeXHIiYHMX BUMOT IO CIIELiaJbHOrO INPOTrPaMHOrO
3abe3revyeHHs] CUCTEMU OLiHKK ($axoBoi miprorosku aygutopis 1B, 360py Ta anamidy iHdopmalii, oTpuMaHoi mif, yac aymuTy
iHdpopmauiiiHoi Gesrnekn Ha 00'ekTax ayguTy . MeToau [NOCHiIPKEHHS - METOAM TEOPETHMYHOTO ¥ €MIIPUYHOro AOCIiIKEeHHS
(cucTeMHUM MifXif; METOOM aHasi3y Ta CUHTE3Y); CTPYKTYPHUI aHasii3; MOJIE/IOBaHHS, Y TOMY 4ucii rpadivyHe Ta maTemMaTuyHe
(MeTonmy aHamidy iepapxiil Ta AeKOMIO3uLii). 3HAYMMICTb POGOTH - PO3pO6JIEHI METOLWYHI 3a0e3Ne4YEeHHS] - € I'PYHTOBHOIO
pPOGOTOIO LIOJO0 BIPOBA/KEHHSI CUCTEMU HE3aJIeXKHOTo ayauTy iHpopmaliiiiHoi 6e3neky Ha 06'eKTax KpUTHYHOI iHppacTpyKTypH,

SIKi HaIalyTh MOXKJIUBICTD IiIBUIIUTH PiBEHD KiGepOe3neKkn Ha LUX 00’ €KTax.
Pedepar (aHr1)

Scientific and technical report: 114 p. 16 tables, 9 figures, 36 sources. INFORMATION SECURITY AUDIT, CERTIFICATION,
INFORMATION SECURITY AUDIT REPORT, INFORMATION SECURITY, CYBER SECURITY, METHODOLOGY OF PHYSICS. The
object of research - methodological support for the hardware and software complex "Systems for assessing the professional
training of information security auditors, collection and analysis of information obtained during the information security audit."
The purpose of the work is to develop draft theoretical questions in the form of tests and practical tasks to determine the level
of knowledge of information security auditors for their admission to the information security audit at the audit facilities;
development of "Methods for assessing the qualifications of information security auditors"; project “Methods of conducting
information security audit” (with the provided standard report form), development of the project “Methods of forming the rating
of information security auditors”; development of the project “Technical requirements to the special software of the system of
assessment of professional training of IS auditors, collection and analysis of information obtained during the information
security audit at the audit facilities”. Research methods - methods of theoretical and empirical research (system approach;
methods of analysis and synthesis); structural analysis; modeling, including graphical and mathematical (method of analysis of
hierarchies and decomposition). The significance of the work - the developed methodological support - is a thorough work on
the implementation of an independent information security audit system at critical infrastructure facilities, which will provide
an opportunity to increase the level of cybersecurity at these facilities.

Ingekc YIK: 37:004.588;004.85, , 006.063:372.8

Kozau tremaruunux pyopuk HTI: 14.01.87, 82.15.21.11, 84.05.45

6. HaykoBo-TexHiyHa npoaykuis (HTII)



HTII 1

Ha3zBa npoaykuii (ykp): [Ipoexkt TeopeTUYHUX MUTaHb Y BUTJISAI TECTIB Ta NPAKTUYHUX 3aBIAHD 3 BU3HAYEHHS PiBHS 3HaHb
aynutopis iHpopmaniitHoi 6e3nexu [ iX JOMyCKy [0 NPOBeAeHHs ayauTy iHpopMalliiiHoi 6e3neKy Ha 06 €KTU KPUTUYHO]
iHppacTpykTypu a0 B ilep>KaBHi OpraHu, BiliCbKOBi pOpMYyBaHHS, yTBOPEHI BiJIOBITHO [0 3aKOHIB YKpaiHu, nep>kaBHi

MiANpUEMCTBA, YCTaHOBH, OpraHisallii, IKUM HaJIe>KUTbh CUCTEMU OOPOOKHU epKaBHUX iHQOPMaliHUX pecypciB

HaszBa npoaykuii (anri): Draft Theoretical issues in the form of tests and practical tasks to determine the level of knowledge of
information security auditors for their admission to the audit of information security on critical infrastructure or government
agencies, military formations formed in accordance with the laws of Ukraine, state enterprises, institutions, organizations ,
which owns the system of processing state information resources

OuikyBaHi pe3yJybTaTh: MaTepianu, MeToouYHi JOKyMEHTU
T'anysb 3acTocyBaHHS: He3aJIeXXHUI ayauT iHdopmalliiiHoi 6e3rexu

Onuc npoaykuii (yKp): [IpoeKT TeopeTUYHUI MUTaHb y BUIJISIAI TECTIB Ta IPAaKTUYHUX 3aBJIaHb 3 BU3HAYEHHS PiBHS 3HAHb
aynuTopiB iHpopmauiiiHoi 6e3neKku 118 iX JOMyCKy [0 NPOBEAEHHS ayauTy iHQOpMaliiiHOi 6e3NeKr Ha 06 €KTU KPUTUYHO]
iHppacTpykTypu ab0 B Iep>KaBHi OpraHu, BilicbkOBUX (POPMYBaHHSIX, YTBOPEHHUX BilIOBITHO A0 3aKOHIB YKpaiHu, nep>KaBHUX
MiANpUEMCTBAX, yCTaHOBAX, OPraHi3allisx, SKMM HajieXXaTb CUCTEMU 0OPOOKU JeP>KaBHUX iHPOpMaLiIHUX pecypciB

MIpeACTaBIE€HNI Y BUTJISIT] epeJtiKy TEeCTiB Ta IPaKTUYHUX NIUTAHb 3 TI03HAYEHHSIMU NTPAaBUJIbHUX BiiTIOBine.
ConianpHO-eKOHOMIYHA crpsimoBaHicTh HTII: [TinBumeHHs aBTOMAaTH3a1lii BUPOOHUYNX IIPOIIECiB

Cragis 3aBepmenocti HTII: ExcnepumeHTanbHUIN (MAKETHU 3pa30K)

Buposamskenus HTII: He BupoBamKeHo

CTpoKH BIIpOBaJ)KEHHS:

Bupo6nuk npoaykuii: TOB "Hosesn Koncantuar"

Cno>kuBayi NpoayKii:

IlepcneKTHBHiI pUHKH:

IIpaBa iHTeIeKTyasIbHOI BJIACHOCTI: 3a JOroBOpamu

®opmu Ta yMOBH nepegadi NpoAyKIii: 32 JOroBOPOM Iepeada 34iICHIOEThCS BiMOBIIHUMY aKTaMy IPUMMAHHS Nepenadi

MIPOAYKIi

HTII 2

HazBa npoaykiii (ykp): Po3po6ieHnii eKcriepruMeHTaIbHUH 3pa30K CIelialbHOTO IPOrPaMHOTO 3a6e3MeYeHHs] CUCTEMHU OLiHKU
(axosoi nminrorosku ayauropis indopmariiiHoi 6e3nexu, 360py Ta aHasisy iHpopmaii orpumaHoi nig 9ac ayguTy iHpopmaniinHoi
6e3neKy Ha 06'€KTax KPUTUYHOI iIHPPACTPYKTYPH abo B iep>kaBHi Oprany, BilCbKOBi (pOPMyBaHHS, YTBOPEHI BifITIOBIAHO 10
3aKOHIB YKpaiHu, fep>kaBHi MigIpUeMCTBa, yCTAHOBH, OpraHisaliii, SKMM HaJIe>kUTb CUCTEMH 06POOKY JeP>KaBHUX

indopmauiiHux pecypcis

Hassa mpoaykii (anrJi): An experimental sample of special software for the system of assessment of professional training of
information security auditors, collection and analysis of information obtained during the audit of information security at critical
infrastructure or government agencies, military formations formed in accordance with the laws of Ukraine, state enterprises,

institutions, organizations , which owns the system of processing state information resources
OuikyBaHi pesysbTaTa: TexHosorii, [[porpamHi NpoayKTu
T'anyse 3acTOCyBaHHS: HE3aJIEXKHUI ayauT iHGopmMalliiiHOi 6e3rnexu

Onuc npogykuii (ykp): EkcriepuMeHTanbpHMI 3pa3oK 3abe3edye aBTOMaTH3alliio [IPOLeCiB OLiHKY, 300py Ta aHasi3y iHpopmariil

OTPUMAaHOI mif yac aynuTis iHpopmauitHoi 6e3nexu

ConjianbHO-eKOHOMIYHa cpsimoBaHicth HTII: IlinBumenHs apromarrsanii BUpOGHMYMX TIPOLECIB
Cragis 3aBepmenocti HTII: 3Bit no HIJKP, ExcriepruMeHTanbHUM (MakeTHUHN 3pPa30K)
Brupoeagskenns HTII: He BoposamkeHo

CTPOKI/I BIIPOBAZI>KEHHS:



Bupo6nuk npoaykuii: TOB "Hosesn Koncantusr"
Cro>KuBayi MPOAYyKILii:

IlepcreKTHBHI pUHKH:

IpaBa iHTeJIEKTya/IbHOI BJIACHOCTI: 32 J0OTOBOpamMU

dopmu Ta ymMOBH nepemayi IPOAYKIIii: 32 JOTOBOPOM
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