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4. CniBBUKOHaBEIlb

5. HaykoBo-TexHi4Ha poooTa



Hasga po6oTH (YKp)

besneka iHTerpoBaHMX OJIOKYEHH-pilleHb B Cy4aCHUX LU(PPOBUX €KOCUCTEMaX IHTepHeTy peueil, UUPPOBUX [BIMHUKIB Ta

IITYYHOTO iHTEJIEKTY

HasBa po6oTu (aHrJ1)

Security of Integrated Blockchain Solutions in Modern Digital Ecosystems of Internet of Things, Digital Twins and Artificial
Intelligence

MeTa po6oTH (YKp)

MeTol0 HayKOBO-[AOCTiIHOI POOGOTH € KOMILJIEKCHE HOCIiIKEHHS 6e3NEeKOBUX acleKTiB iHTerpoBaHUX OJIOKYEMH-pilleHb Y
Cy4acHMX LMAQPOBUX EKOCUCTEMAX, 1O BKIoO4aloTh [HTepHeT peveil (IoT), uudposi msiitHuku (Digital Twins) Ta WTy4yHUN
inTesnexr (Al), 3 MoAasybIIOI PO3POOKOIO PEKOMEHANIN MO0 MifABUILEHHS IXHBOI CTIMKOCTI 10 cyyacHuX Kibepaarpos. ¥ mexkax
IIbOTO JIOCJIIPKEHHSI Tepen6adaeThCsl 3IiMCHUTHM BCeGiUHMIT aHali3 XapakTepHUX OCOOJMBOCTEN B3aeMOJii KOMIIOHEHTIB
6s10K4efiH-crcTeM i3 udposumu npuctposimu 10T, AMHAMIYHUMY MOJesIMU LIU(PPOBUX OBIHUKIB, a TAKOX i3 aIrOpUTMaMu Ta
niatpopMamMu WITyYHOro iHTesnekTy. OcobsuBa yBara Oyze NpujieHa BUBHAUEHHIO TIOTEHI[IMHUX BPa3IMBOCTEMN, sIKi BUHUKAIOTh
YHacCJifoK iHTerpauii 3a3Ha4eHUX TEXHOJIOTiN, a TaKOX BUBYEHHIO iCHYIOUMX MiAXOZiB MO 3axucTy iH(opmarlii, 3abe3neyeHHs
L[IMICHOCTI JAaHMX Ta KOHTPOJIO AOCTYIy B TiOpuaHUX OUQPPOBUX €KOCHCTeMax. Y Mpoleci pobOTH MJIAHYETbCS TPOBECTH
MOPIBHSJIBHUM aHaJli3 Cy4aCHUX IPOTOKOJIIB 6e3MeKku, Moesel JoBipu Ta MexaHi3MiB Bepudikanii JaHMX, IO 3aCTOCOBYIOTHCS B
iHTErpoBaHUX PpilIEHHSX, 4 TaKOX OLIHUTU iX eQEeKTUBHICTb y KOHTEKCTi CIIiJIBHOrO BHKOpPUCTaHHS 3 loT-mpucrposmu,
nudpoBUMH [BiliHMKaMu Ta Al-cucremamu. MeToi0 TakoX € (OpMYBaHHS PEKOMEHAAlill Wofo0 MOOYAOBU apXiTeKTyp, SIKi
326e3evyoTh BUCOKHUH PiBeHb 3aXHIIEHOCTi 6JI0KYEHH-OPiEHTOBAaHUX €KOCHUCTEM, 3 ypaxyBaHHSAM crenndiku po6oTH B yMOBaxX
JUHAMIYHOTO CepefoBUINa Ta BHUCOKMX BHMOTI [I0 MIBUJKOAil, MacImITaboBaHOCTI Ta HaAiMHOCTi. OYiKy€ThCSs, IO PEe3yJbTaTh
JOCJIIPKEHHSI CIIPUSTUMYTh CTBOPEHHIO OiyibIl Ge3rneyHux i HafiHux LudpOBUX pilleHb, 37aTHUX €()EKTUBHO IPOTUAISITU
Cy4acHUM Kibep3arpo3amM B yMOBax IIMPOKOTO BIPOBAIKEHHS iHTErPOBAHUX TEXHOJIOTi Ha OCHOBI 6s10K4elHy, [0T, Digital Twins

Ta MTYYHOTO iHTe]’IeKTy.

Merta po60TH (aHTJI)

The objective of this research project is to conduct a comprehensive study of the security aspects of integrated blockchain
solutions within modern digital ecosystems that include the Internet of Things (IoT), Digital Twins, and Artificial Intelligence (AI).
The study aims to develop recommendations to enhance the resilience of such systems against contemporary cyber threats.
This research will involve an in-depth analysis of the specific features of interactions between blockchain system components
and digital IoT devices, dynamic Digital Twin models, as well as algorithms and platforms of artificial intelligence. Special
attention will be devoted to identifying potential vulnerabilities that may arise from the integration of these technologies, as well
as to examining existing approaches to information protection, ensuring data integrity, and managing access control within
hybrid digital ecosystems. The project will include a comparative analysis of modern security protocols, trust models, and data
verification mechanisms employed in integrated solutions, along with an evaluation of their effectiveness when applied in
conjunction with IoT devices, Digital Twins, and Al systems. Additionally, the study will aim to develop recommendations for
building architectures that ensure a high level of security for blockchain-oriented ecosystems, taking into account the specific
operational conditions of dynamic environments and the strict requirements for performance, scalability, and reliability. The
expected outcomes of this research will contribute to the creation of more secure and reliable digital solutions capable of
effectively countering modern cyber threats in the context of the widespread adoption of integrated technologies based on
blockchain, IoT, Digital Twins, and Artificial Intelligence.
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